6 KEA DHCP g

Key Features of a Kea Support Subscription From ISC

Confidential Technical Support

Support subscription customers get quick access to ISC’s experienced
technical support staff and our full-time professional DHCP/Stork
software development experts, with a confidential ticket queue and
shared access for your DHCP technical team. Customers can ask
questions and share configuration data in a private setting.

We can also provide up to four hours of basic configuration audits
and advise you on deployment options, analyze log files, and
troubleshoot problems. ISC can review your standard configuration,
zone, and log files and deliver a summary report indicating potential
areas of concern. In some cases, we may also recommend a more
comprehensive configuration audit.

Early Vulnerability Notifications

From time to time, vulnerability issues arise with any software. To
safeguard our customers’ data, we use a managed disclosure process
to alert customers to important vulnerabilities. Support subscription
customers receive advance notice up to five days before publication
of a vulnerability in Kea or Stork, with a patch that mitigates the
vulnerability. This allows subscription customers to update their
systems before the vulnerability is generally known and potentially
exploited. (In some cases, it may be impossible for us to provide advance
notice; in that event, we provide patch support as soon as possible.)

Available 24x7 SLA Response and Priority Fixes

We offer a range of service levels, including 24x7 on-call access for
critical issues.

While we fix all serious defects no matter their source, we prioritize
fixing bugs and making enhancements requested by support
subscribers.

Kea Hooks

Kea is both flexible and customizable, via the use of “hooks.” This feature lets Kea load one or more dynamically
linked libraries (known as “hook libraries”) and call functions in them at various points in its processing. Those
functions perform whatever custom processing is required.

Please see the next page for a list of all the hook libraries available from ISC.
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Kea Hook Libraries

KEA DHCP

ISC offers a variety of open source hook libraries to add features and functionality to Kea and Stork.

« The DDNS Tuning library adds custom behaviors related to Dynamic DNS updates on a per-client basis. Its primary
feature is to allow the host name used for DNS to be calculated using an expression.

. Traditionally, DHCPv4 servers use the MAC address to uniquely identify clients. However, you may not always have a
listing of all MAC addresses; if your users are supplying their own devices (BYOD), you might want to identify them
based on circuit ID or remote ID, or in the case of a cable network, you might want to use some identifier supplied
by the CMTS. With the Kea Flexible Identifier hook library, the system administrator can specify which field to use
as the unique identifier.

+ The Forensic Logging hook library allows administrators to record a detailed log of lease assignments and renewals
into a set of log files.

« The Host Commands extension enables you to store host reservations in a separate backend MySQL or PostgreSQL
database, and add or remove host reservations on demand, without restarting Kea.

The Class Commands and Subnet Commands libraries provide APIs allowing you to list, add, and delete subnets,
shared networks, and client classes stored in your Kea configuration. (These libraries are not required when using
the Configuration Backend Commands.)

+ The GSS-TSIG library is used to authenticate DDNS updates via GSS-TSIG, using Kerberos mechanisms to retrieve
dynamic keys. This capability is of particular importance to Windows networks, as this is usually the only method
available in an Active Directory environment. Kea supports two Kerberos implementations: MIT and Heimdal.

If you are already using RADIUS for access control, you can leverage that to provide DHCP access control with our
Kea RADIUS library. The Host Cache library provides a way to cache responses from other hosts, improving
performance when using the RADIUS hook.

The Leasequery library allows you to retrieve a single lease - identified by IP address, hardware address, or client
identifier - or all leases (for DHCPv4 only). This command retrieves leases in either the default memfile storage on
the Kea server, or in a separate database backend.

The Limits hook library lets you apply a per-class or per-subnet limit to the rate at which packets receive a
response.

The Ping Check library attempts to ping the address to be offered before issuing an IPv4 lease. If it receives a
response, Kea marks the lease as declined and discards the offer.
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Kea DHCP vs. ISC DHCP

For many years, ISC offered two DHCP servers: the older ISC DHCP software, and the newer Kea. Both are
open source software, and both support both DHCPv4 and DHCPV6 to assign IP addresses and provide
configuration information to network devices such as servers, desktops, or mobile devices as they
communicate on an IP network. However, ISC DHCP has reached End-of-Life status and all users are
encouraged to migrate to Kea DHCP.

KEA DHCP

DHCP Migration Resources

« https://www.isc.org/dhcp migration/ - Resources for system administrators managing the move from ISC
DHCP to Kea DHCP

« https://dhcp.isc.org - Kea Migration Assistant

ISC DHCP Is No Longer Supported or Maintained

« Mature system in use for many years

« DHCPv4 and DHCPv6 were a single daemon

« Required restart after server modifications

« Used a proprietary OMAPI remote management interface
« Reached End of Life (EOL) in 2022
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Open Source Graphical Management

STORK

ISC’s latest software product, Stork, provides a web-based graphical interface for monitoring,
troubleshooting, and maintaining the configuration of Kea DHCP servers. It offers a layer of administrative
control for your Kea servers, including integration with LDAP for administrator authentication.

Stork makes it easy to monitor and manage multiple Kea servers on a distributed network. Agents deployed
on each server relay information to a centralized management platform, providing the administrator with a
quick, easy-to-use view of system status and activity.

Stork Server
« Deployed once on the network

« Integrates with Prometheus and Grafana to

visualize DHCP usage data

Stork Agent

« Deployed on each Kea server
« Communicate with the Stork Server

Integration with Kea Hooks

Stork works best by leveraging some of the optional Kea hook libraries:

The Lease Commands and Statistics Commands libraries are strongly recommended to take advantage of all
of Stork’s features. The High Availability (HA) hook lets Stork display the servers’ HA status. To manage host
reservations in a database backend, the Host Commands hook library is needed. To modify subnets and pools
and enhance the metrics passed to Prometheus, Stork requires the Subnet Commands hook library.

All of these hook libraries are open source and available to all Kea/Stork users.

Stork Features
Stork gives users the ability to:

« Monitor CPU and OS usage and
version data

« Monitor Kea High Availability
relationships

« Monitor DHCP pool utilization
« Manage DHCP host reservations
«+ Configure subnets and pools
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STORK

Open source software is a secure, flexible, commercially viable solution for companies’ and organizations’
DHCP needs. A Kea/Stork support subscription from ISC offers you modern DHCP software and supports
your staff in providing a reliable, stable network service.

7o KEA DHCP/ g

Pricing is based on service level and deployment size. Support subscriptions are on an annual contract
basis. Premium/subscriber/enterprise hook software is for use by subscriber organizations only and may not
be redistributed.

Support for Stork is available at an additional cost, in conjunction with a Kea/Stork support subscription.

‘1 Basic (no

Features Silver (UINES Bronze
& POPULAR & support)

Business hours:
Support hours 24x7 24x7 9AM-5PMET, -
Monday - Friday

C'rltlcal-lssue response 30 minutes 1 hour ‘ 2 hours, )
time business hours only
Standard-issue response . . .
time 4 business hours 8 business hours Next business day -
Email support v v v =
Phone support v v - -
Private portal access v v v v
Early vulnerability
notifications (when 5 days 5 days 5 days 3 days
possible)
Kea subscriber-only
hooks included:

Configuration Backend v v v v
. Role-Based Access Control

(RBAC)
Stork support Available for purchase Available for purchase Available for purchase -
Consulting hours .

Up to 80 Upto 16 Available for purchase -

included (remote) P P Vel Pu
Basic configuration audit v 4 v -

Kea subscriber hooks
Support subscribers at any level receive access to the Configuration Backend Commands and Role-Based Access
Control (RBAC) hook libraries.

All other Kea hook libraries are open source and available to all users.
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