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Preface and Legal Notices

This is the MySQL Linux extract from the MySQL 5.7 Reference Manual.

Licensing information—MySQL 5.7.  This product may include third-party software, used under
license. If you are using a Commercial release of MySQL 5.7, see the MySQL 5.7 Commercial Release
License Information User Manual for licensing information, including licensing information relating to third-
party software that may be included in this Commercial release. If you are using a Community release

of MySQL 5.7, see the MySQL 5.7 Community Release License Information User Manual for licensing
information, including licensing information relating to third-party software that may be included in this
Community release.

Licensing information—MySQL NDB Cluster 7.5.  This product may include third-party software, used
under license. If you are using a Commercial release of NDB Cluster 7.5, see the MySQL NDB Cluster

7.5 Commercial Release License Information User Manual for licensing information relating to third-party
software that may be included in this Commercial release. If you are using a Community release of NDB
Cluster 7.5, see the MySQL NDB Cluster 7.5 Community Release License Information User Manual for
licensing information relating to third-party software that may be included in this Community release.

Licensing information—MySQL NDB Cluster 7.6.  If you are using a Commercial release of MySQL
NDB Cluster 7.6, see the MySQL NDB Cluster 7.6 Commercial Release License Information User Manual
for licensing information, including licensing information relating to third-party software that may be
included in this Commercial release. If you are using a Community release of MySQL NDB Cluster 7.6,
see the MySQL NDB Cluster 7.6 Community Release License Information User Manual for licensing
information, including licensing information relating to third-party software that may be included in this
Community release.

Legal Notices

Copyright © 1997, 2025, Oracle and/or its affiliates.
License Restrictions

This software and related documentation are provided under a license agreement containing restrictions
on use and disclosure and are protected by intellectual property laws. Except as expressly permitted

in your license agreement or allowed by law, you may not use, copy, reproduce, translate, broadcast,
modify, license, transmit, distribute, exhibit, perform, publish, or display any part, in any form, or by any
means. Reverse engineering, disassembly, or decompilation of this software, unless required by law for
interoperability, is prohibited.

Warranty Disclaimer

The information contained herein is subject to change without notice and is not warranted to be error-free.
If you find any errors, please report them to us in writing.

Restricted Rights Notice

If this is software, software documentation, data (as defined in the Federal Acquisition Regulation), or
related documentation that is delivered to the U.S. Government or anyone licensing it on behalf of the U.S.
Government, then the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs (including any operating system, integrated
software, any programs embedded, installed, or activated on delivered hardware, and modifications
of such programs) and Oracle computer documentation or other Oracle data delivered to or accessed
by U.S. Government end users are "commercial computer software," "commercial computer software
documentation," or "limited rights data" pursuant to the applicable Federal Acquisition Regulation and
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Documentation Accessibility

agency-specific supplemental regulations. As such, the use, reproduction, duplication, release, display,
disclosure, modification, preparation of derivative works, and/or adaptation of i) Oracle programs (including
any operating system, integrated software, any programs embedded, installed, or activated on delivered
hardware, and modifications of such programs), ii) Oracle computer documentation and/or iii) other Oracle
data, is subject to the rights and limitations specified in the license contained in the applicable contract.
The terms governing the U.S. Government's use of Oracle cloud services are defined by the applicable
contract for such services. No other rights are granted to the U.S. Government.

Hazardous Applications Notice

This software or hardware is developed for general use in a variety of information management
applications. It is not developed or intended for use in any inherently dangerous applications, including
applications that may create a risk of personal injury. If you use this software or hardware in dangerous
applications, then you shall be responsible to take all appropriate fail-safe, backup, redundancy, and other
measures to ensure its safe use. Oracle Corporation and its affiliates disclaim any liability for any damages
caused by use of this software or hardware in dangerous applications.

Trademark Notice

Oracle, Java, MySQL, and NetSuite are registered trademarks of Oracle and/or its affiliates. Other names
may be trademarks of their respective owners.

Intel and Intel Inside are trademarks or registered trademarks of Intel Corporation. All SPARC trademarks
are used under license and are trademarks or registered trademarks of SPARC International, Inc. AMD,
Epyc, and the AMD logo are trademarks or registered trademarks of Advanced Micro Devices. UNIX is a
registered trademark of The Open Group.

Third-Party Content, Products, and Services Disclaimer

This software or hardware and documentation may provide access to or information about content,
products, and services from third parties. Oracle Corporation and its affiliates are not responsible for and
expressly disclaim all warranties of any kind with respect to third-party content, products, and services
unless otherwise set forth in an applicable agreement between you and Oracle. Oracle Corporation and its
affiliates will not be responsible for any loss, costs, or damages incurred due to your access to or use of
third-party content, products, or services, except as set forth in an applicable agreement between you and
Oracle.

Use of This Documentation

This documentation is NOT distributed under a GPL license. Use of this documentation is subject to the
following terms:

You may create a printed copy of this documentation solely for your own personal use. Conversion to other
formats is allowed as long as the actual content is not altered or edited in any way. You shall not publish

or distribute this documentation in any form or on any media, except if you distribute the documentation in
a manner similar to how Oracle disseminates it (that is, electronically for download on a Web site with the
software) or on a CD-ROM or similar medium, provided however that the documentation is disseminated
together with the software on the same medium. Any other use, such as any dissemination of printed
copies or use of this documentation, in whole or in part, in another publication, requires the prior written
consent from an authorized representative of Oracle. Oracle and/or its affiliates reserve any and all rights
to this documentation not expressly granted above.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program website
at
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Oracle customers that have purchased support have access to electronic support through My Oracle
Support. For information, visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit ht t p: / / www. or acl e. cont pl s/ t opi c/
| ookup?ct x=accé& d=t r s if you are hearing impaired.

Vii


http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs

viii



Chapter 1 Installing MySQL on Unix/Linux Using Generic
Binaries

Oracle provides a set of binary distributions of MySQL. These include generic binary distributions in the
form of compressed t ar files (files with a . t ar . gz extension) for a number of platforms, and binaries in
platform-specific package formats for selected platforms.

This section covers the installation of MySQL from a compressed t ar file binary distribution on Unix/Linux
platforms. For Linux-generic binary distribution installation instructions with a focus on MySQL security
features, refer to the Secure Deployment Guide. For other platform-specific binary package formats, see
the other platform-specific sections in this manual. For example, for Windows distributions, see Installing
MySQL on Microsoft Windows. See How to Get MySQL on how to obtain MySQL in different distribution
formats.

MySQL compressed t ar file binary distributions have names of the form nysql - VERSI ON- CS. t ar . gz,
where VERSI ONis a number (for example, 5. 7. 44), and CS indicates the type of operating system for
which the distribution is intended (for example, pc- | i nux-i 686 or wi nx64).

Warnings

« If you have previously installed MySQL using your operating system native
package management system, such as Yum or APT, you may experience
problems installing using a native binary. Make sure your previous MySQL
installation has been removed entirely (using your package management
system), and that any additional files, such as old versions of your data files, have
also been removed. You should also check for configuration files such as / et c/
my. cnf orthe/etc/ mysql directory and delete them.

For information about replacing third-party packages with official MySQL
packages, see the related APT guide or Yum guide.

* MySQL has a dependency on the | i bai o library. Data directory initialization
and subsequent server startup steps fail if this library is not installed locally. If
necessary, install it using the appropriate package manager. For example, on
Yum-based systems:

$> yum search libaio # search for info
$> yuminstall libaio # install library

Or, on APT-based systems:

$> apt-cache search |ibaio # search for info
$> apt-get install libaiol # install library

e For MySQL 5.7.19 and later: Support for Non-Uniform Memory Access (NUMA)
has been added to the generic Linux build, which has a dependency now on the
| i bnuma library; if the library has not been installed on your system, use you
system's package manager to search for and install it (see the preceding item for
some sample commands).

e SLES 11: As of MySQL 5.7.19, the Linux Generic tarball package format is
EL6 instead of EL5. As a side effect, the MySQL client bi n/ nysgl needs
I'ibtinfo.so.5.
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A workaround is to create a symlink, suchas|In -s |ibncurses.so.5.6 /
i b64/1ibtinfo.so.5on64-bitsystemsorln -s |ibncurses.so.5.6 /
['ib/libtinfo.so.5 on 32-bit systems.

« If no RPM or . deb file specific to your distribution is provided by Oracle (or
by your Linux vendor), you can try the generic binaries. In some cases, due
to library incompatibilities or other issues, these may not work with your Linux
installation. In such cases, you can try to compile and install MySQL from source.
See Installing MySQL from Source, for more information and instructions.

To install a compressed t ar file binary distribution, unpack it at the installation location you choose
(typically / usr /1 ocal / mysql ). This creates the directories shown in the following table.

Table 1.1 MySQL Installation Layout for Generic Unix/Linux Binary Package

Directory Contents of Directory

bi n nmysql d server, client and utility programs

docs MySQL manual in Info format

man Unix manual pages

i ncl ude Include (header) files

lib Libraries

share Error messages, dictionary, and SQL for database
installation

support-files Miscellaneous support files

Debug versions of the mysql d binary are available as nysql d- debug. To compile your own debug
version of MySQL from a source distribution, use the appropriate configuration options to enable
debugging support. See Installing MySQL from Source.

To install and use a MySQL binary distribution, the command sequence looks like this:

$> groupadd nysql

$> useradd -r -g nysql -s /bin/fal se nysql
$> cd /usr/l ocal

$> tar zxvf /path/to/nysql-VERSION-OS. tar. gz
$> In -s full-path-to-nysql - VERSI ON- OS nysql
$> cd nysql

$> nkdir nysql-files

$> chown nysql : nysql nysql-files

$> chnod 750 nysql-files

$> bin/nysqld --initialize --user=nysql

$> bin/nysql _ssl _rsa_setup

$> bin/nysql d_safe --user=nysql &

# Next conmmand i s optional

$> cp support-files/nysql.server /etc/init.d/ nysql.server

Note

This procedure assumes that you have r oot (administrator) access to your system.
Alternatively, you can prefix each command using the sudo (Linux) or pf exec
(Solaris) command.

The nysql - fi | es directory provides a convenient location to use as the value for the
secure_file_priv system variable, which limits import and export operations to a specific directory.
See Server System Variables.
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Create a mysql User and Group

Create

Obtain

A more detailed version of the preceding description for installing a binary distribution follows.

a mysql User and Group

If your system does not already have a user and group to use for running nysql d, you may need to create
them. The following commands add the mysql group and the nysql user. You might want to call the

user and group something else instead of mysql . If so, substitute the appropriate name in the following
instructions. The syntax for user add and gr oupadd may differ slightly on different versions of Unix/Linux,
or they may have different names such as adduser and addgr oup.

$> groupadd nysql
$> useradd -r -g nysql -s /bin/false nysql

Note

Because the user is required only for ownership purposes, not login purposes, the
user add command uses the -r and -s / bi n/ f al se options to create a user
that does not have login permissions to your server host. Omit these options if your
user add does not support them.

and Unpack the Distribution

Pick the directory under which you want to unpack the distribution and change location into it. The example
here unpacks the distribution under / usr /| ocal . The instructions, therefore, assume that you have
permission to create files and directories in / usr/ | ocal . If that directory is protected, you must perform
the installation as r oot .

$> cd /usr/ | ocal

Obtain a distribution file using the instructions in How to Get MySQL. For a given release, binary
distributions for all platforms are built from the same MySQL source distribution.

Unpack the distribution, which creates the installation directory. t ar can uncompress and unpack the
distribution if it has z option support:

$> tar zxvf /path/to/ nmysql-VERSION-CS. tar. gz
The t ar command creates a directory named nysql - VERSI ON- CS.

To install MySQL from a compressed t ar file binary distribution, your system must have GNU gunzi p to
uncompress the distribution and a reasonable t ar to unpack it. If your t ar program supports the z option,
it can both uncompress and unpack the file.

GNU t ar is known to work. The standard t ar provided with some operating systems is not able to unpack
the long file names in the MySQL distribution. You should download and install GNU t ar, or if available,
use a preinstalled version of GNU tar. Usually this is available as gnut ar, gt ar, or as t ar within a GNU
or Free Software directory, such as / usr/ sfw bi nor/usr/| ocal / bi n. GNUt ar is available from
http://www.gnu.org/software/tar/.

If your t ar does not have z option support, use gunzi p to unpack the distribution and t ar to unpack it.
Replace the preceding t ar command with the following alternative command to uncompress and extract
the distribution:

$> gunzip < /path/to/nysql-VERSION-OS.tar.gz | tar xvf -

Next, create a symbolic link to the installation directory created by t ar :

$> In -s full-path-to-nysgl-VERSI ON-OS nysql
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Perform Postinstallation Setup

The | n command makes a symbolic link to the installation directory. This enables you to refer more easily
toitas/usr/ | ocal / nysqgl . To avoid having to type the path name of client programs always when you
are working with MySQL, you can add the / usr /| ocal / mysql / bi n directory to your PATH variable:

$> export PATH=$PATH: /usr/ | ocal / nysql / bin

Perform Postinstallation Setup

The remainder of the installation process involves setting distribution ownership and access permissions,
initializing the data directory, starting the MySQL server, and setting up the configuration file. For
instructions, see Postinstallation Setup and Testing.
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Chapter 2 Installing MySQL on Linux

Table of Contents
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Linux supports a number of different solutions for installing MySQL. We recommend that you use one of
the distributions from Oracle, for which several methods for installation are available:

Table 2.1 Linux Installation Methods and Information

Registry. You can also use My
Oracle Support for the MySQL
Enterprise Edition.

Type Setup Method Additional Information

Apt Enable the MySQL Apt repository | Documentation

Yum Enable the MySQL Yum Documentation
repository

Zypper Enable the MySQL SLES Documentation
repository

RPM Download a specific package Documentation

DEB Download a specific package Documentation

Generic Download a generic package Documentation

Source Compile from source Documentation

Docker Use the Oracle Container Documentation

Oracle Unbreakable Linux
Network

Use ULN channels

Documentation

As an alternative, you can use the package manager on your system to automatically download and
install MySQL with packages from the native software repositories of your Linux distribution. These native
packages are often several versions behind the currently available release. You also nhormally cannot
install development milestone releases (DMRs), as these are not usually made available in the native
repositories. For more information on using the native package installers, see Section 2.8, “Installing
MySQL on Linux from the Native Software Repositories”.
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Installing MySQL on Linux Using the MySQL Yum Repository

Note

For many Linux installations, you may want to set up MySQL to be started
automatically when your machine starts. Many of the native package installations
perform this operation for you, but for source, binary and RPM solutions you may
need to set this up separately. The required script, mysql . ser ver, can be found
in the support-fil es directory under the MySQL installation directory or in a
MySQL source tree. You can installitas /et c/init. d/ nysql forautomatic
MySQL startup and shutdown. See mysqgl.server — MySQL Server Startup Script.

2.1 Installing MySQL on Linux Using the MySQL Yum Repository

The MySQL Yum repository for Oracle Linux, Red Hat Enterprise Linux and CentOS provides RPM
packages for installing the MySQL server, client, MySQL Workbench, MySQL Utilities, MySQL Router,
MySQL Shell, Connector/ODBC, Connector/Python and so on (not all packages are available for all the
distributions; see Installing Additional MySQL Products and Components with Yum for details).

Before You Start

As a popular, open-source software, MySQL, in its original or re-packaged form, is widely installed on
many systems from various sources, including different software download sites, software repositories, and
so on. The following instructions assume that MySQL is not already installed on your system using a third-
party-distributed RPM package; if that is not the case, follow the instructions given in Upgrading MySQL
with the MySQL Yum Repository or Section 2.2, “Replacing a Third-Party Distribution of MySQL Using the
MySQL Yum Repository”.

Steps for a Fresh Installation of MySQL
Follow the steps below to install the latest GA version of MySQL with the MySQL Yum repository:

Addingthe MySQL Yum Repository

First, add the MySQL Yum repository to your system's repository list. This is a one-time operation,
which can be performed by installing an RPM provided by MySQL. Follow these steps:

a. Go to the Download MySQL Yum Repository page (https://dev.mysqgl.com/downloads/repo/yum/) in
the MySQL Developer Zone.

b. Select and download the release package for your platform.

c. Install the downloaded release package with the following command, replacing pl at f or m and-
ver si on-speci fi c- package- nane with the name of the downloaded RPM package:

$> sudo yum | ocalinstall platformand-version-specific-package-nane.rpm

For an EL6-based system, the command is in the form of:

$> sudo yum |l ocalinstall mysql 57-comunity-rel ease-el 6-{version-nunber}. noarch. rpm
For an EL7-based system:

$> sudo yum |l ocalinstall mnysqgl 57-community-rel ease-el 7-{version-nunber}. noarch.rpm

For an EL8-based system:

$> sudo yum |l ocalinstall mysqgl 57-community-rel ease-el 8-{version-nunber}.noarch.rpm
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Selecting a Release Series

For Fedora:

MySQL 5.7 does not support Fedora; support was removed in MySQL 5.7.30. For details, see the
MySQL Product Support EOL Announcements.

The installation command adds the MySQL Yum repository to your system's repository list and
downloads the GnuPG key to check the integrity of the software packages. See Signature Checking
Using GnuPG for details on GnuPG key checking.

You can check that the MySQL Yum repository has been successfully added by the following
command:

$> yumrepolist enabled | grep "nmysqgl.*-community.*"
Note

Once the MySQL Yum repository is enabled on your system, any system-wide
update by the yum updat e command upgrades MySQL packages on your
system and replaces any native third-party packages, if Yum finds replacements
for them in the MySQL Yum repository; see Upgrading MySQL with the MySQL
Yum Repository and, for a discussion on some possible effects of that on your
system, see Upgrading the Shared Client Libraries.

Selectidg a Release Series

When using the MySQL Yum repository, the latest GA series (currently MySQL 5.7) is selected for
installation by default. If this is what you want, you can skip to the next step, Installing MySQL.

Within the MySQL Yum repository, different release series of the MySQL Community Server are hosted
in different subrepositories. The subrepository for the latest GA series (currently MySQL 5.7) is enabled
by default, and the subrepositories for all other series (for example, the MySQL 5.6 series) are disabled
by default. Use this command to see all the subrepositories in the MySQL Yum repository, and see
which of them are enabled or disabled:

$> yumrepolist all | grep nysq

To install the latest release from the latest GA series, no configuration is needed. To install the latest
release from a specific series other than the latest GA series, disable the subrepository for the latest
GA series and enable the subrepository for the specific series before running the installation command.
If your platform supports yum conf i g- nanager , you can do that by issuing these commands, which
disable the subrepository for the 5.7 series and enable the one for the 5.6 series:

$> sudo yum confi g- manager --disable nysql 57-comunity
$> sudo yum confi g- manager --enable nysql 56-community

For Fedora platforms:

$> sudo dnf config-nanager --disable nysql 57-community
$> sudo dnf config-nmanager --enable nysql 56-conmmunity

Besides using yum conf i g- manager or the dnf confi g- manager command, you can also select a
release series by editing manually the / et ¢/ yum r epos. d/ nysql - comuni ty. r epo file. Thisis a
typical entry for a release series' subrepository in the file:

[ mysql 57- conmuni t y]
name=MySQL 5.7 Community Server
baseur| =http://repo. nysql . conl yuni nysql - 5. 7- conmuni ty/ el / 6/ $basear ch/
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Disabling the Default MySQL Module

enabl ed=1
gpgcheck=1
gpgkey=file:///etc/pki/rpm gpg/ RPM GPG KEY- nysq

Find the entry for the subrepository you want to configure, and edit the enabl ed option. Specify
enabl ed=0 to disable a subrepository, or enabl ed=1 to enable a subrepository. For example, to
install MySQL 5.6, make sure you have enabl ed=0 for the above subrepository entry for MySQL 5.7,
and have enabl ed=1 for the entry for the 5.6 series:

# Enable to use MySQL 5.6

[ mysql 56- conmuni t y]

nane=MySQL 5.6 Conmunity Server

baseur| =http://repo. nysql . conl yuni nysql - 5. 6- conmuni ty/ el / 6/ $basear ch/

enabl ed=1

gpgcheck=1
gpgkey=file:///etcl/pki/rpm gpg/ RPM GPG KEY- nysq

You should only enable subrepository for one release series at any time. When subrepositories for
more than one release series are enabled, the latest series is used by Yum.

Verify that the correct subrepositories have been enabled and disabled by running the following
command and checking its output;

$> yumrepolist enabled | grep nysq

Disablidg the Default MySQL Module

(EL8 systems only) EL8-based systems such as RHEL8 and Oracle Linux 8 include a MySQL module
that is enabled by default. Unless this module is disabled, it masks packages provided by MySQL
repositories. To disable the included module and make the MySQL repository packages visible, use the
following command (for dnf-enabled systems, replace yumin the command with dnf ):

$> sudo yum nodul e di sabl e nysq
Installirtfg MySQL

Install MySQL by the following command:

$> sudo yuminstall mysql-comrunity-server

This installs the package for MySQL server (nysql - conmruni t y- ser ver) and also packages for
the components required to run the server, including packages for the client (mysql - comuni t y-

cl i ent), the common error messages and character sets for client and server (nysql - comuni t y-
conmon), and the shared client libraries (mysql - conmuni ty-1i bs).

Starting-the MySQL Server

Start the MySQL server with the following command:

$> sudo service nmysqgld start
Starting nmysqgld:[ OK ]

You can check the status of the MySQL server with the following command:

$> sudo service nysqld status
nmysqld (pid 3066) is running

At the initial start up of the server, the following happens, given that the data directory of the server is
empty:
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* The server is initialized.

SSL certificate and key files are generated in the data directory.
» val i dat e_passwor d is installed and enabled.

e A superuser account' root' @ 1| ocal host is created. A password for the superuser is set and stored
in the error log file. To reveal it, use the following command:

$> sudo grep 'tenporary password' /var/log/ nysqld.log

Change the root password as soon as possible by logging in with the generated, temporary password
and set a custom password for the superuser account:

$> nysql -uroot -p
nmysql > ALTER USER 'root' @I ocal host' | DENTI FI ED BY ' MyNewPass4!'

Note

val i dat e_passwor d is installed by default. The default password policy
implemented by val i dat e_passwor d requires that passwords contain at least
one uppercase letter, one lowercase letter, one digit, and one special character,
and that the total password length is at least 8 characters.

For more information on the postinstallation procedures, see Postinstallation Setup and Testing.
Note

Compatibility Information for EL7-based platforms: The following RPM packages
from the native software repositories of the platforms are incompatible with the
package from the MySQL Yum repository that installs the MySQL server. Once you
have installed MySQL using the MySQL Yum repository, you cannot install these
packages (and vice versa).

¢ akonadi-mysq|
Installing Additional MySQL Products and Components with Yum

You can use Yum to install and manage individual components of MySQL. Some of these components
are hosted in sub-repositories of the MySQL Yum repository: for example, the MySQL Connectors are to
be found in the MySQL Connectors Community sub-repository, and the MySQL Workbench in MySQL
Tools Community. You can use the following command to list the packages for all the MySQL components
available for your platform from the MySQL Yum repository:

$> sudo yum --di sabl erepo=\* --enabl erepo='nysql *-communi ty*' |ist available

Install any packages of your choice with the following command, replacing package- nane with name of
the package:

$> sudo yuminstall package-nane

For example, to install MySQL Workbench on Fedora:

$> sudo dnf install nysgl-workbench-comunity

To install the shared client libraries:
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Updating MySQL with Yum

$> sudo yuminstall nysql-community-Iibs
Updating MySQL with Yum

Besides installation, you can also perform updates for MySQL products and components using the MySQL
Yum repository. See Upgrading MySQL with the MySQL Yum Repository for details.

2.2 Replacing a Third-Party Distribution of MySQL Using the MySQL
Yum Repository

For supported Yum-based platforms (see Section 2.1, “Installing MySQL on Linux Using the MySQL Yum
Repository”, for a list), you can replace a third-party distribution of MySQL with the latest GA release
(from the MySQL 5.7 series currently) from the MySQL Yum repository. According to how your third-party
distribution of MySQL was installed, there are different steps to follow:

Replacing a Native Third-Party Distribution of MySQL

If you have installed a third-party distribution of MySQL from a native software repository (that is, a
software repository provided by your own Linux distribution), follow these steps:

Backind-Up Your Database

To avoid loss of data, always back up your database before trying to replace your MySQL installation
using the MySQL Yum repository. See Backup and Recovery, on how to back up your database.

AddingZhe MySQL Yum Repository

Add the MySQL Yum repository to your system's repository list by following the instructions given in
Adding the MySQL Yum Repository.

Replacifig the Native Third-Party Distribution by a Yum Update or a DNF
Upgrade

By design, the MySQL Yum repository replaces your native third-party MySQL with the latest GA
release (from the MySQL 5.7 series currently) from the MySQL Yum repository when you perform a
yum updat e command on the system, or ayum updat e nysql - server.

After updating MySQL using the Yum repository, applications compiled with older versions of the shared
client libraries should continue to work. However, if you want to recompile applications and dynamically

link them with the updated libraries, see Upgrading the Shared Client Libraries, for some special
considerations.

Replacing a Nonnative Third-Party Distribution of MySQL

If you have installed a third-party distribution of MySQL from a nonnative software repository (that is, a
software repository not provided by your own Linux distribution), follow these steps:

Backind-Up Your Database

To avoid loss of data, always back up your database before trying to replace your MySQL installation
using the MySQL Yum repository. See Backup and Recovery, on how to back up your database.
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Stopping Yum from Receiving MySQL Packages from Third-Party, Nonnative Repositories

Stoppirg Yum from Receiving MySQL Packages from Third-Party, Nonnative
Repositories

Before you can use the MySQL Yum repository for installing MySQL, you must stop your system from
receiving MySQL packages from any third-party, nonnative Yum repositories.

For example, if you have installed MariaDB using their own software repository, get a list of the installed
MariaDB packages using the following command:

$> yumlist installed nariadb\*

Mar i aDB- comrmon. | 686 10.0.4-1 @rar i adb
Mar i aDB- conpat . i 686 10.0.4-1 @rar i adb
Mar i aDB- server. i 686 10.0.4-1 @rar i adb

From the command output, we can identify the installed packages (MVar i aDB- conmon, Mar i aDB-
conpat, and Mar i aDB- ser ver ) and the source of them (a nonnative software repository named
mar i adb).

As another example, if you have installed Percona using their own software repository, get a list of the
installed Percona packages using the following command:

$> yum |ist installed Percona\*

Per cona- Server-client-55.i686 5.5.39-rel 36.0.¢el 6 @er cona-r el ease-i 386
Per cona- Ser ver - server-55. i 686 5.5.39-rel 36.0.¢el 6 @er cona-r el ease-i 386
Per cona- Ser ver - shar ed- 55. i 686 5.5.39-rel 36.0.¢el 6 @er cona-r el ease-i 386
per cona-r el ease. noar ch 0.1-3 @ percona-rel ease-0. 1- 3. noar ch

From the command output, we can identify the installed packages (Per cona- Server-cli ent,
Per cona- Server - server, Per cona- Ser ver - shar ed, and per cona-r el ease. noar ch) and the
source of them (a nonnative software repository named per cona- r el ease).

If you are not sure which third-party MySQL fork you have installed, this command should reveal it and
list the RPM packages installed for it, as well as the third-party repository that supplies the packages:

$> yum - - di sabl erepo=\* provides nysql\*

The next step is to stop Yum from receiving packages from the nonnative repository. If the yum
confi g- manager utility is supported on your platform, you can, for example, use this command for
stopping delivery from MariaDB:

$> sudo yum confi g- manager --disable nmariadb

Use this command for stopping delivery from Percona:

$> sudo yum confi g- manager --di sabl e percona-rel ease

You can perform the same task by removing the entry for the software repository existing in one of
the repository files under the / et ¢/ yum r epos. d/ directory. This is how the entry typically looks for
MariaDB:

[mari adb] nane = Mari aDB
baseur| = [base URL for repository]
gpgkey = [URL for GPG key]
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gpgcheck =1

The entry is usually found in the file / et ¢/ yum r epos. d/ Mar i aDB. r epo for MariaDB—delete the
file, or remove entry from it (or from the file in which you find the entry).

Note

This step is not necessary for an installation that was configured with a Yum
repository release package (like Percona) if you are going to remove the release
package (per cona-r el ease. noar ch for Percona), as shown in the uninstall
command for Percona in Step 3 below.

Uninstaling the Nonnative Third-Party MySQL Distribution of MySQL

The nonnative third-party MySQL distribution must first be uninstalled before you can use the MySQL
Yum repository to install MySQL. For the MariaDB packages found in Step 2 above, uninstall them with
the following command:

$> sudo yum renove Mari aDB-common Mari aDB- conpat Mari aDB- server

For the Percona packages we found in Step 2 above:

$> sudo yum renove Percona- Server-client-55 Percona- Server-server-55 \
Per cona- Server - shar ed- 55. i 686 percona-rel ease

Installifg MySQL with the MySQL Yum Repository

Then, install MySQL with the MySQL Yum repository by following the instructions given in Section 2.1,
“Installing MySQL on Linux Using the MySQL Yum Repository”: .

Important

If you have chosen to replace your third-party MySQL distribution with a
newer version of MySQL from the MySQL Yum repository, remember to

run nysql _upgr ade after the server starts, to check and possibly resolve
any incompatibilities between the old data and the upgraded software.

mysql _upgr ade also performs other functions; see mysql_upgrade — Check
and Upgrade MySQL Tables for details.

For EL7-based platforms: See Compatibility Information for EL7-based
platforms [9].

2.3 Installing MySQL on Linux Using the MySQL APT Repository

The MySQL APT repository provides deb packages for installing and managing the MySQL server, client,
and other components on the current Debian and Ubuntu releases.

Instructions for using the MySQL APT Repository are available in A Quick Guide to Using the MySQL APT
Repository.

2.4 Installing MySQL on Linux Using the MySQL SLES Repository

The MySQL SLES repository provides RPM packages for installing and managing the MySQL server,
client, and other components on SUSE Enterprise Linux Server.

Instructions for using the MySQL SLES repository are available in A Quick Guide to Using the MySQL
SLES Repository.
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2.5 Installing MySQL on Linux Using RPM Packages from Oracle

The recommended way to install MySQL on RPM-based Linux distributions is by using the RPM packages
provided by Oracle. There are two sources for obtaining them, for the Community Edition of MySQL.:

* From the MySQL software repositories:

e The MySQL Yum repository (see Section 2.1, “Installing MySQL on Linux Using the MySQL Yum

Repository” for details).

e The MySQL SLES repository (see Section 2.4, “Installing MySQL on Linux Using the MySQL SLES

Repository” for details).

» From the Download MySQL Community Server page in the MySQL Developer Zone.

Note

RPM distributions of MySQL are also provided by other vendors. Be aware that
they may differ from those built by Oracle in features, capabilities, and conventions
(including communication setup), and that the installation instructions in this manual
do not necessarily apply to them. The vendor's instructions should be consulted

instead.

If you have such a third-party distribution of MySQL running on your system and
now want to migrate to Oracle's distribution using the RPM packages downloaded
from the MySQL Developer Zone, see Compatibility with RPM Packages from Other
Vendors below. The preferred method of migration, however, is to use the MySQL
Yum repository or MySQL SLES repository.

RPM packages for MySQL are listed in the following tables:

Table 2.2 RPM Packages for MySQL Community Edition

Package Name

Summary

mysql - conmuni ty-server

Database server and related tools

mysql - communi ty-client

MySQL client applications and tools

nmysql - communi t y- conmon

Common files for server and client libraries

mysql - comuni t y- devel

Development header files and libraries for MySQL
database client applications

mysql - communi ty-1i bs

Shared libraries for MySQL database client
applications

mysql - communi ty-1i bs-conpat

Shared compatibility libraries for previous MySQL
installations

nmysql - communi t y- enbedded

MySQL embedded library

mysql - communi t y- enbedded- devel

Development header files and libraries for MySQL
as an embeddable library

mysql - conmuni ty-t est

Test suite for the MySQL server

Table 2.3 RPM Packages for the MySQL Enterprise Edition

Package Name

Summary

mysql - commer ci al - server

Database server and related tools
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Package Name Summary

mysql - cormerci al -cl i ent MySQL client applications and tools

mysql - commrer ci al - conmon Common files for server and client libraries

mysql - commrer ci al - devel Development header files and libraries for MySQL
database client applications

mysql - commerci al -1i bs Shared libraries for MySQL database client
applications

mysql - cormerci al -1i bs- conpat Shared compatibility libraries for previous MySQL
installations

mysql - commer ci al - enbedded MySQL embedded library

mysql - commer ci al - enbedded- devel Development header files and libraries for MySQL

as an embeddable library

nmysql - commer ci al -t est Test suite for the MySQL server

The full names for the RPMs have the following syntax:

packagenane- ver si on-di stri bution-arch.rpm

The di st ri buti on and ar ch values indicate the Linux distribution and the processor type for which the
package was built. See the table below for lists of the distribution identifiers:

Table 2.4 MySQL Linux RPM Package Distribution Identifiers

distribution Value Intended Use

el{ ver si on} where { ver si on} is the major EL6 (8.0), EL7, EL8, EL9, and EL10-based

Enterprise Linux version, such as el 8 platforms (for example, the corresponding versions
of Oracle Linux, Red Hat Enterprise Linux, and
CentOS)

sl es12 SUSE Linux Enterprise Server 12

To see all files in an RPM package (for example, mysql - communi t y- ser ver ), use the following
command:

$> rpm -gpl nysqgl - communi ty-server-version-distribution-arch.rpm

The discussion in the rest of this section applies only to an installation process using the RPM packages
directly downloaded from Oracle, instead of through a MySQL repository.

Dependency relationships exist among some of the packages. If you plan to install many of the packages,
you may wish to download the RPM bundle t ar file instead, which contains all the RPM packages listed
above, so that you need not download them separately.

In most cases, you need to install the nysql - conmruni ty- server, mysql - comuni ty-client,

mysql - communi ty-1ibs, mysql - communi t y- conmon, and nmysql - cormuni ty-1i bs- conpat
packages to get a functional, standard MySQL installation. To perform such a standard, basic installation,
go to the folder that contains all those packages (and, preferably, no other RPM packages with similar
names), and issue the following command for platforms other than Red Hat Enterprise Linux/Oracle Linux/
CentOS:

$> sudo yuminstall nysql-comunity-{server,client,common,|ibs}-*

Replace yumwith zypper for SLES.
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For Red Hat Enterprise Linux/Oracle Linux/CentOS systems:

$> sudo yuminstall nysql-community-{server,client,common,libs}-* nysql-5.*

While it is much preferable to use a high-level package management tool like yumto install the packages,
users who prefer direct r pmcommands can replace the yum i nst al | command with the r pm - Uvh
command; however, using r pm - Uvh instead makes the installation process more prone to failure, due to
potential dependency issues the installation process might run into.

To install only the client programs, you can skip mysql - comuni t y- ser ver in your list of packages

to install; issue the following command for platforms other than Red Hat Enterprise Linux/Oracle Linux/
CentOS:

$> sudo yuminstall nysql-community-{client,common,!|ibs}-*
Replace yumwith zypper for SLES.

For Red Hat Enterprise Linux/Oracle Linux/CentOS systems:

$> sudo yuminstall nysql-community-{client,common,libs}-* nysql-5.*

A standard installation of MySQL using the RPM packages result in files and resources created under the
system directories, shown in the following table.

Table 2.5 MySQL Installation Layout for Linux RPM Packages from the MySQL Developer Zone

Files or Resources Location

Client programs and scripts [usr/bin

mysql d server /usr/sbin

Configuration file [etc/ny. cnf

Data directory /var/lib/nmysql

Error log file For RHEL, Oracle Linux, CentOS or Fedora

platforms: / var /| og/ nysql d. | og

For SLES: / var /1 og/ nysql / nysql d. | og

Value of secure file priv /var/liblnmysqgl-files

System V init script For RHEL, Oracle Linux, CentOS or Fedora
platforms: /etc/init.d/ nmysqld
For SLES: /etc/init.d/ nysql

Systemd service For RHEL, Oracle Linux, CentOS or Fedora
platforms: nysql d

For SLES: nysql

Pid file [var/run/nmysqgl / mysql d. pid
Socket [var/lib/nysql/nysqgl.sock
Keyring directory [var/lib/mysql -keyring
Unix manual pages [ usr/ shar e/ man

Include (header) files [usr/includel/ nysql

Libraries [fusr/libl/mysql
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Files or Resources Location

Miscellaneous support files (for example, error [ usr/ shar e/ nysql
messages, and character set files)

The installation also creates a user named nmysql and a group named nmysql on the system.
Notes

e The nysql useris created using the -r and -s / bi n/ f al se options of the
user add command, so that it does not have login permissions to your server
host (see Creating the mysqgl User and Group for details). To switch to the mysql
user on your OS, use the - - shel | =/ bi n/ bash option for the su command:

su - mysqgl --shell=/bin/bash

« Installation of previous versions of MySQL using older packages might have
created a configuration file named / usr/ my. cnf . It is highly recommended that
you examine the contents of the file and migrate the desired settings inside to the
file / et c/ ny. cnf file, then remove / usr/ ny. cnf.

MySQL is not automatically started at the end of the installation process. For Red Hat Enterprise Linux,
Oracle Linux, CentOS, and Fedora systems, use the following command to start MySQL.:

$> sudo service nysqld start

For SLES systems, the command is the same, but the service name is different:

$> sudo service nysql start

If the operating system is systemd enabled, standard ser vi ce commands such as st op, st art, st at us
and r est art should be used to manage the MySQL server service. The nysql d service is enabled

by default, and it starts at system reboot. Notice that certain things might work differently on systemd
platforms: for example, changing the location of the data directory might cause issues. See Section 2.10,
“Managing MySQL Server with systemd” for additional information.

During an upgrade installation using RPM and DEB packages, if the MySQL server is running when
the upgrade occurs then the MySQL server is stopped, the upgrade occurs, and the MySQL server
is restarted. One exception: if the edition also changes during an upgrade (such as community to
commercial, or vice-versa), then MySQL server is not restarted.

At the initial start up of the server, the following happens, given that the data directory of the server is
empty:

» The server is initialized.
» An SSL certificate and key files are generated in the data directory.
« val i dat e_passwor d is installed and enabled.

» A superuser account' root' @1 ocal host' is created. A password for the superuser is set and stored
in the error log file. To reveal it, use the following command for RHEL, Oracle Linux, CentOS, and
Fedora systems:

$> sudo grep 'tenporary password' /var/log/ nysqld.log

Use the following command for SLES systems:

$> sudo grep 'tenporary password' /var/log/ nysql/nmysqld.| og
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The next step is to log in with the generated, temporary password and set a custom password for the
superuser account:

$> nysql -uroot -p

mysql > ALTER USER 'root' @I ocal host' | DENTI FI ED BY ' MyNewPass4! ' ;
Note

val i dat e_passwor d is installed by default. The default password policy
implemented by val i dat e_passwor d requires that passwords contain at least
one uppercase letter, one lowercase letter, one digit, and one special character,
and that the total password length is at least 8 characters.

If something goes wrong during installation, you might find debug information in the error log file / var /
 og/ nysql d. | og.

For some Linux distributions, it might be necessary to increase the limit on number of file descriptors
available to mysql d. See File Not Found and Similar Errors

Compatibility with RPM Packages from Other Vendors. If you have installed packages for MySQL
from your Linux distribution’s local software repository, it is much preferable to install the new, directly-
downloaded packages from Oracle using the package management system of your platform (yum dnf , or
zypper), as described above. The command replaces old packages with new ones to ensure compatibility
of old applications with the new installation; for example, the old nysql - | i bs package is replaced with
the nysql - conmuni ty-1i bs-conpat package, which provides a replacement-compatible client library
for applications that were using your older MySQL installation. If there was an older version of mysql -
communi ty-1ibs-conpat on the system, it also gets replaced.

If you have installed third-party packages for MySQL that are NOT from your Linux distribution's local
software repository (for example, packages directly downloaded from a vendor other than Oracle), you
should uninstall all those packages before installing the new, directly-downloaded packages from Oracle.
This is because conflicts may arise between those vendor's RPM packages and Oracle's: for example, a
vendor's convention about which files belong with the server and which belong with the client library may
differ from that used for Oracle packages. Attempts to install an Oracle RPM may then result in messages
saying that files in the RPM to be installed conflict with files from an installed package.

Installing Client Libraries from Multiple MySQL Versions. Itis possible to install multiple client library
versions, such as for the case that you want to maintain compatibility with older applications linked against
previous libraries. To install an older client library, use the - - ol dpackage option with r pm For example,
to install mysql - communi ty-1i bs-5.5 on an EL6 system that has | i brrysql cl i ent. 20 from MySQL
5.7, use a command like this:

$> rpm - - ol dpackage -ivh nysql-comunity-|ibs-5.5.50-2.el 6.x86_64.rpm

Debug Package. A special variant of MySQL Server compiled with the debug package has been
included in the server RPM packages. It performs debugging and memory allocation checks and produces
a trace file when the server is running. To use that debug version, start MySQL with / usr/ shi n/ nysql d-
debug, instead of starting it as a service or with / usr / sbi n/ mysql d. See The DBUG Package for the
debug options you can use.

Note

The default plugin directory for debug builds changed from / usr/1i b64/ nmysql /
pluginto/usr/lib64/ mysql/plugin/debugin5.7.21. Previously, it was
necessary to change pl ugi n_dir to/usr/1ib64/ nysql/ pl ugi n/ debug for
debug builds.
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Rebuilding RPMs from source SRPMs.  Source code SRPM packages for MySQL are available for
download. They can be used as-is to rebuild the MySQL RPMs with the standard r pnbui | d tool chain.

r oot passwords for pre-GA releases. For MySQL 5.7.4 and 5.7.5, the initial random r oot password
is written to the . nysql _secr et file in the directory named by the HOVE environment variable. When
trying to access the file, bear in mind that depending on operating system, using a command such as sudo
may cause the value of HOVE to refer to the home directory of the r oot system user .. nysqgl _secret

is created with mode 600 to be accessible only to the system user for whom it is created. Before MySQL
5.7.4, the accounts (including r oot ) created in the MySQL grant tables for an RPM installation initially
have no passwords; after starting the server, you should assign passwords to them using the instructions
in Postinstallation Setup and Testing."

2.6 Installing MySQL on Linux Using Debian Packages from Oracle

Oracle provides Debian packages for installing MySQL on Debian or Debian-like Linux systems. The
packages are available through two different channels:

* The MySQL APT Repository. This is the preferred method for installing MySQL on Debian-like systems,
as it provides a simple and convenient way to install and update MySQL products. For details, see
Section 2.3, “Installing MySQL on Linux Using the MySQL APT Repository”.

* The MySQL Developer Zone's Download Area. For details, see How to Get MySQL. The following are
some information on the Debian packages available there and the instructions for installing them:

» Various Debian packages are provided in the MySQL Developer Zone for installing different
components of MySQL on different Debian or Ubuntu platforms. The preferred method is to use the
tarball bundle, which contains the packages needed for a basic setup of MySQL. The tarball bundles
have names in the format of nysql - ser ver _WER- DVER _CPU. deb- bundl e. t ar . WWVERIis the
MySQL version and DVER s the Linux distribution version. The CPU value indicates the processor type
or family for which the package is built, as shown in the following table:

Table 2.6 MySQL Debian and Ubuntu Installation Packages CPU Identifiers

CPUValue Intended Processor Type or Family
i 386 Pentium processor or better, 32 bit
and64 64-bit x86 processor

< After downloading the tarball, unpack it with the following command:

$> tar -xvf nysql -server_MER- DVER _CPU. deb- bundl e. t ar

* You may need to install the | i bai o library if it is not already present on your system:
$> sudo apt-get install |ibaiol
» Preconfigure the MySQL server package with the following command:

$> sudo dpkg- preconfigure nysqgl -comunity-server_ *.deb

You are asked to provide a password for the root user for your MySQL installation. You might also be
asked other questions regarding the installation.

Important

Make sure you remember the root password you set. Users who want to set
a password later can leave the password field blank in the dialogue box
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and just press OK; in that case, root access to the server is authenticated
using the MySQL Socket Peer-Credential Authentication Plugin for
connections using a Unix socket file. You can set the root password later using
mysql _secure_installation.

» For a basic installation of the MySQL server, install the database common files package, the client
package, the client metapackage, the server package, and the server metapackage (in that order); you
can do that with a single command:

$> sudo dpkg -i nysql - {comon, comuni ty-client,client,comunity-server, server}_*.deb

If you are being warned of unmet dependencies by dpkg, you can fix them using apt - get :

sudo apt-get -f install
Here are where the files are installed on the system:
* All configuration files (like my. cnf ) are under / et ¢/ nysq|l
« All binaries, libraries, headers, etc., are under / usr/ bi nand/ usr/ sbin
e The data directory is/ var /1 i b/ nysql
Note

Debian distributions of MySQL are also provided by other vendors. Be aware that
they may differ from those built by Oracle in features, capabilities, and conventions
(including communication setup), and that the instructions in this manual do not
necessarily apply to installing them. The vendor's instructions should be consulted
instead.

2.7 Deploying MySQL on Linux with Docker

The Docker deployment framework supports easy installation and configuration of MySQL Server. This
section explains how to use a MySQL Server Docker image.

You need to have Docker installed on your system before you can use a MySQL Server Docker image.
See Install Docker for instructions.

Warning

Beware of the security concerns with running Docker containers. See Docker
security for details.

The instructions for using the MySQL Docker container are divided into two sections.

2.7.1 Basic Steps for MySQL Server Deployment with Docker

Warning

The MySQL Docker images maintained by the MySQL team are built specifically for
Linux platforms. Other platforms are not supported, and users using these MySQL
Docker images on them are doing so at their own risk. See the discussion here

for some known limitations for running these containers on non-Linux operating
systems.

» Downloading a MySQL Server Docker Image
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 Starting a MySQL Server Instance

» Connecting to MySQL Server from within the Container
» Container Shell Access

» Stopping and Deleting a MySQL Container

» Upgrading a MySQL Server Container

» More Topics on Deploying MySQL Server with Docker

Downloading a MySQL Server Docker Image

Important

For users of MySQL Enterprise Edition: A subscription is required to use the Docker
images for MySQL Enterprise Edition. Subscriptions work by a Bring Your Own
License model; see How to Buy MySQL Products and Services for details.

Downloading the server image in a separate step is not strictly necessary; however, performing this step
before you create your Docker container ensures your local image is up to date. To download the MySQL
Community Edition image, run this command:

docker pull nysql/nysql -server:tag

The t ag is the label for the image version you want to pull (for example, 5. 6, 5. 7, 8. 0, or | at est). If
:tag is omitted, the | at est label is used, and the image for the latest GA version of MySQL Community
Server is downloaded. Refer to the list of tags for available versions on the mysqgl/mysql-server page in the
Docker Hub.

To download the MySQL Community Edition image from the Oracle Container Registry (OCR), run this
command:

docker pull container-registry.oracle.com nysqgl/nysql-server:tag

To download the MySQL Enterprise Edition image from the OCR, you need to first accept the license
agreement on the OCR and log in to the container repository with your Docker client:

* Visit the OCR at https://container-registry.oracle.com/ and choose MySQL.
» Under the list of MySQL repositories, choose ent er pri se- server.

« If you have not signed in to the OCR yet, click the Sign in button on the right of the page, and then enter
your Oracle account credentials when prompted to.

» Follow the instructions on the right of the page to accept the license agreement.

e Log in to the OCR with your Docker client (the docker command) using the docker | ogi n command:
# docker | ogin container-registry.oracle.com
User nane: Oracl e- Account-1D

Passwor d: password
Logi n successf ul

Download the Docker image for MySQL Enterprise Edition from the OCR with this command:

docker pull container-registry.oracle.comnysql/enterprise-server:tag

There are different choices for t ag, corresponding to different versions of MySQL Docker images provided
by the OCR:
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Starting

e 8.0, 8. 0. x (x is the latest version number in the 8.0 series), | at est : MySQL 8.0, the latest GA
* 5.7,5.7.y (y is the latest version number in the 5.7 series): MySQL 5.7

To download the MySQL Enterprise Edition image, visit the My Oracle Support website, sign in to your
Oracle account, and perform these steps once you are on the landing page:

» Select the Patches and Updates tab.

» Go to the Patch Search region and, on the Search tab, switch to the Product or Family (Advanced)
subtab.

» Enter “MySQL Server” for the Product field, and the desired version number in the Release field.

» Use the dropdowns for additional filters to select Description—contains, and enter “Docker” in the text
field.

The following figure shows the search settings for a MySQL Enterprise Edition image:

ORACLE uy 0RACLE SUPPORT 7 PowerView is Off |~ tch to Cloud Support @ = B0 ContactlUs Help =
Dashboard | Knowledge | Service Requests | Patches & Updates ([ Community | Gortifications ' Managed Cioud | CRM On Demand More...w * 2
Patches and Updates Give Feadback...  Customize Page.
*  Patching Quick Links * Patch Search
Search ' Saved Searches | § Sa
What are Recommended Patches? ) )
Product (D s = [ MySQL Server 80
Software and Patch Search Sites
Oracle Software Defivery Cloud  Critical Pastch Updites and Security Alerts Enclude all products in a family
wl R 2 MySQL Server B.0 Ll
Oracle E-Business Sukte and  Desaription “| D |commins [+ Docker =
How to Find E-Business Sute & Technology Patches and = a®

Oracle Server and Tools Product or Family
Latest Patchsets (Advaneed)

» Click the Search button and, from the result list, select the version you want, and click the Download
button.

* In the File Download dialogue box that appears, click and download the . zi p file for the Docker image.

Unzip the downloaded . zi p archive to obtain the tarball inside (nysql - ent er pri se-
server-version. tar), and then load the image by running this command:

docker load -i nysql-enterprise-server-version.tar

You can list downloaded Docker images with this command:

$> docker inmmges

REPOSI TORY TAG | MAGE | D CREATED S| ZE
nysql / nysql - server | at est 3157d7f 55f 8d 4 weeks ago 241MB
a MySQL Server Instance

To start a new Docker container for a MySQL Server, use the following command:

docker run --nane=contai ner_nane -d i nage_nane:tag

The image name can be obtained using the docker i mages command, as explained in Downloading a
MySQL Server Docker Image. The - - nane option, for supplying a custom name for your server container,
is optional; if no container name is supplied, a random one is generated.

For example, to start a new Docker container for the MySQL Community Server, use this command:

docker run --nane=nysqll -d nysql/nysql-server:5.7
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To start a new Docker container for the MySQL Enterprise Server with a Docker image downloaded from
the OCR, use this command:

docker run --name=nysql 1l -d container-registry.oracle.com nysql/enterprise-server:5.7

To start a new Docker container for the MySQL Enterprise Server with a Docker image downloaded from
My Oracle Support, use this command:

docker run --nane=nysqll -d nysql/enterprise-server:5.7

If the Docker image of the specified name and tag has not been downloaded by an earlier docker pul |
or docker run command, the image is now downloaded. Initialization for the container begins, and the
container appears in the list of running containers when you run the docker ps command. For example:

$> docker ps
CONTAI NER | D I MAGE COMVAND CREATED STATUS

a24888f 0d6f4  nysql / nmysql - server “/entrypoint.sh my..." 14 seconds ago Up 13 seconds (health

The container initialization might take some time. When the server is ready for use, the STATUS of
the container in the output of the docker ps command changes from (heal th: starting) to
(heal t hy).

The - d option used in the docker run command above makes the container run in the background. Use
this command to monitor the output from the container:

docker | ogs nysql 1

Once initialization is finished, the command's output is going to contain the random password generated for
the root user; check the password with, for example, this command:

$> docker logs nysqll 2>&1 | grep GENERATED
GENERATED ROOT PASSWORD: Axegh3kAJyDLaRuBeneci s&EShCs

Connecting to MySQL Server from within the Container

Once the server is ready, you can run the mysql client within the MySQL Server container you just started,
and connect it to the MySQL Server. Use the docker exec -it command to starta nysql clientinside
the Docker container you have started, like the following:

docker exec -it nysqgll nysqgl -uroot -p

When asked, enter the generated root password (see the last step in Starting a MySQL Server Instance
above on how to find the password). Because the MYSQL_ONETI ME_PASSWORD option is true by default,
after you have connected a nysql client to the server, you must reset the server root password by issuing
this statement:

nysqgl > ALTER USER 'root' @I ocal host' | DENTI FI ED BY ' password'

Substitute passwor d with the password of your choice. Once the password is reset, the server is ready for
use.

Container Shell Access

To have shell access to your MySQL Server container, use the docker exec -it command to start a
bash shell inside the container:

$> docker exec -it nysgl1l bash
bash- 4. 2#

You can then run Linux commands inside the container. For example, to view contents in the server's data
directory inside the container, use this command:
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bash-4.2# |s /var/lib/nysq
aut o. cnf ca. pem client-key.pem ib_logfile0O ibdatal mysql nysql . sock. | ock private_key. pt
ca-key.pem client-cert.pem ib_buffer_pool ib_logfilel ibtnpl nmysql . sock perfornmance_schema public_|

Stopping and Deleting a MySQL Container

To stop the MySQL Server container we have created, use this command:

docker stop nysql 1

docker st op sends a SIGTERM signal to the mysql d process, so that the server is shut down
gracefully.

Also notice that when the main process of a container (nysql d in the case of a MySQL Server container)
is stopped, the Docker container stops automatically.

To start the MySQL Server container again:

docker start nysqll

To stop and start again the MySQL Server container with a single command:

docker restart nysqll

To delete the MySQL container, stop it first, and then use the docker r mcommand:
docker stop nysql 1

docker rm nysql 1

If you want the Docker volume for the server's data directory to be deleted at the same time, add the - v
option to the docker r mcommand.

Upgrading a MySQL Server Container
Important

« Before performing any upgrade to MySQL, follow carefully the instructions in
Upgrading MySQL. Among other instructions discussed there, it is especially
important to back up your database before the upgrade.

¢ The instructions in this section require that the server's data and configuration
have been persisted on the host. See Persisting Data and Configuration Changes
for details.

Follow these steps to upgrade a Docker installation of MySQL 5.6 to 5.7:

» Stop the MySQL 5.6 server (container name is nysql 56 in this example):

docker stop nysql 56

» Download the MySQL 5.7 Server Docker image. See instructions in Downloading a MySQL Server
Docker Image; make sure you use the right tag for MySQL 5.7.

» Start a new MySQL 5.7 Docker container (named nysql 57 in this example) with the old server data and
configuration (with proper modifications if needed—see Upgrading MySQL) that have been persisted on
the host (by bind-mounting in this example). For the MySQL Community Server, run this command:

docker run --nane=nysql 57 \
--nmount type=bi nd, src=/pat h- on- host - machi ne/ nmy. cnf, dst=/ et c/ ny. cnf \
--nmount type=bi nd, src=/pat h- on- host - machi ne/ dat adi r, dst=/var/li b/ mysqgl \
-d nysql /nysql -server:5.7
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If needed, adjust nysql / nysql - server to the correct image name—for example, replace it with
container-registry.oracle.conlnysql/enterprise-server for MySQL Enterprise Edition
images downloaded from the OCR, or nysql / ent er pri se-server for MySQL Enterprise Edition
images downloaded from My Oracle Support.

» Wait for the server to finish startup. You can check the status of the server using the docker ps
command (see Starting a MySQL Server Instance for how to do that).

* Run the mysql_upgrade utility in the MySQL 5.7 Server container:
docker exec -it nysql 57 nysql _upgrade -uroot -p
When prompted, enter the root password for your old MySQL 5.6 Server.
» Finish the upgrade by restarting the MySQL 5.7 Server container:
docker restart nysql 57
More Topics on Deploying MySQL Server with Docker

For more topics on deploying MySQL Server with Docker like server configuration, persisting data and
configuration, server error log, and container environment variables, see Section 2.7.2, “More Topics on
Deploying MySQL Server with Docker”.

2.7.2 More Topics on Deploying MySQL Server with Docker

Note

Most of the sample commands below have nmysql / nysql - ser ver as the Docker
image repository when that has to be specified (like with the docker pul | and
docker run commands); change that if your image is from another repository
—for example, replace it with cont ai ner-regi stry. oracl e. com nmysql /

ent erpri se-server for MySQL Enterprise Edition images downloaded from the
Oracle Container Registry (OCR), or nysql / ent er pri se- server for MySQL
Enterprise Edition images downloaded from My Oracle Support.

» The Optimized MySQL Installation for Docker

» Configuring the MySQL Server

» Persisting Data and Configuration Changes

* Running Additional Initialization Scripts

» Connect to MySQL from an Application in Another Docker Container
e Server Error Log

* Known Issues

» Docker Environment Variables
The Optimized MySQL Installation for Docker

Docker images for MySQL are optimized for code size, which means they only include crucial components
that are expected to be relevant for the majority of users who run MySQL instances in Docker containers. A
MySQL Docker installation is different from a common, non-Docker installation in the following aspects:

* Included binaries are limited to:
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e Jfusr/bin/my_print_defaults
e /usr/bin/nysql

e /usr/bin/nysql _config

e /usr/bin/nysqgl _install _db
e /usr/bin/nysql _tzinfo_to_sql
e /usr/bin/nmysql _upgrade

e /usr/bin/nysql adni n

e [usr/bin/nmysql check

e /usr/ bin/nysql dunp

e [usr/bin/ nmysql punp

e /usr/sbin/nysqld

 All binaries are stripped; they contain no debug information.
Configuring the MySQL Server

When you start the MySQL Docker container, you can pass configuration options to the server through the
docker run command. For example:

docker run --nane nysqll -d nysql/nysql-server:tag --character-set-server=utf8nb4 --collation-server=utf8mn

The command starts your MySQL Server with ut f 8nb4 as the default character set and ut f 8nb4_col as
the default collation for your databases.

Another way to configure the MySQL Server is to prepare a configuration file and mount it at the location
of the server configuration file inside the container. See Persisting Data and Configuration Changes for
details.

Persisting Data and Configuration Changes

Docker containers are in principle ephemeral, and any data or configuration are expected to be lost if the
container is deleted or corrupted (see discussions here). Docker volumes, however, provides a mechanism
to persist data created inside a Docker container. At its initialization, the MySQL Server container creates
a Docker volume for the server data directory. The JSON output for running the docker i nspect
command on the container has a Mount key, whose value provides information on the data directory
volume:

$> docker inspect nysqll

"Mounts": [
{
"Type": "vol ume",
"Nanme": "4f 2d463cf c4bdd4baebcb098c97d7da3337195ed2¢c6572bc0b89f 7€845d27652" ,
"Source": "/var/lib/docker/vol unes/ 4f 2d463cf c4bdd4baebcb098c97d7da3337195ed2c6572bc0b89f 7e!
"Destination": "/var/lib/nmysql",
"Driver": "local",
"Mode": ""
"RW: true,
"Propagation": ""
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The output shows that the source folder /var/|i b/ docker/

vol unes/ 4f 2d463cf c4bdd4baebch098c97d7da3337195ed2c6572bc0b89f 7€845d27652/ _dat a,
in which data is persisted on the host, has been mounted at/ var /| i b/ nysql , the server data directory
inside the container.

Another way to preserve data is to bind-mount a host directory using the - - nount option when creating
the container. The same technique can be used to persist the configuration of the server. The following
command creates a MySQL Server container and bind-mounts both the data directory and the server
configuration file:

docker run --nane=nmysql 1 \

--mount type=bi nd, src=/ pat h- on- host - machi ne/ ny. cnf, dst=/etc/ my. cnf \
--mount type=bi nd, src=/ pat h- on- host - machi ne/ dat adi r, dst=/var /i b/ mysql \
-d nysql / nysql -server:tag

The command mounts pat h- on- host - machi ne/ my. cnf at/ et c/ my. cnf (the server configuration file
inside the container), and pat h- on- host - machi ne/ dat adi r at/var/1i b/ nmysql (the data directory
inside the container). The following conditions must be met for the bind-mounting to work:

» The configuration file pat h- on- host - machi ne/ ny. cnf must already exist, and it must contain the
specification for starting the server using the user nysql :

[nysal d]
user =nysql

You can also include other server configuration options in the file.

» The data directory pat h- on- host - machi ne/ dat adi r must already exist. For server initialization
to happen, the directory must be empty. You can also mount a directory prepopulated with data and
start the server with it; however, you must make sure you start the Docker container with the same
configuration as the server that created the data, and any host files or directories required are mounted
when starting the container.

Running Additional Initialization Scripts

If there are any . sh or . sqgl scripts you want to run on the database immediately after it has been
created, you can put them into a host directory and then mount the directory at / docker - ent r ypoi nt -
i ni tdb. d/ inside the container. For example:

docker run --nane=nysql 1 \
--mount type=bi nd, src=/ pat h- on- host - machi ne/ scri pt s/, dst =/ docker - entrypoi nt-initdb.d/ \
-d nysql / nysql - server:tag

Connect to MySQL from an Application in Another Docker Container

By setting up a Docker network, you can allow multiple Docker containers to communicate with each
other, so that a client application in another Docker container can access the MySQL Server in the server
container. First, create a Docker network:

docker network create ny-custom net

Then, when you are creating and starting the server and the client containers, use the - - net wor k option
to put them on network you created. For example:

docker run --nane=nysql 1 --network=ny-customnet -d nmysql/nysql -server

docker run --nane=nyappl --network=ny-customnet -d nmyapp
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The nyappl container can then connect to the nysql 1 container with the nysql 1 hostname and vice
versa, as Docker automatically sets up a DNS for the given container names. In the following example, we
run the mysqgl client from inside the nyappl container to connect to host nysql 1 in its own container:

docker exec -it nyappl nysql --host=nysqll --user=myuser --password

For other networking techniques for containers, see the Docker container networking section in the Docker
Documentation.

Server Error Log

When the MySQL Server is first started with your server container, a server error log is NOT generated if
either of the following conditions is true:

* A server configuration file from the host has been mounted, but the file does not contain the system
variable | og_err or (see Persisting Data and Configuration Changes on bind-mounting a server
configuration file).

» A server configuration file from the host has not been mounted, but the Docker environment variable
MYSQL_LOG CONSCOLE st r ue (the variable's default state for MySQL 5.7 server containers is f al se).
The MySQL Server's error log is then redirected to st der r, so that the error log goes into the Docker
container's log and is viewable using the docker | ogs nysqgl d- cont ai ner command.

To make MySQL Server generate an error log when either of the two conditions is true, use the - - | 0og-
err or option to configure the server to generate the error log at a specific location inside the container.
To persist the error log, mount a host file at the location of the error log inside the container as explained in
Persisting Data and Configuration Changes. However, you must make sure your MySQL Server inside its
container has write access to the mounted host file.

Known Issues

* When using the server system variable audi t | og_fi | e to configure the audit log file name, use the
| oose option modifier with it, or Docker will be unable to start the server.

Docker Environment Variables

When you create a MySQL Server container, you can configure the MySQL instance by using the - - env
option (- e in short) and specifying one or more of the following environment variables.

Notes

< None of the variables below has any effect if the data directory you mount is not
empty, as no server initialization is going to be attempted then (see Persisting
Data and Configuration Changes for more details). Any pre-existing contents in
the folder, including any old server settings, are not modified during the container
startup.

¢ The boolean variables including MYSQL_RANDOM ROOT _PASSWORD,
MYSQL_ONETI ME_PASSWORD, MYSQL_ ALLOW EMPTY_PASSWORD, and
MYSQL_LOG CONSOLE are made true by setting them with any strings of nonzero
lengths. Therefore, setting them to, for example, “0”, “false”, or “no” does not
make them false, but actually makes them true. This is a known issue of the
MySQL Server containers.

e MYSQL_RANDOM ROOT _PASSWORD: When this variable is true (which is its default state, unless
MYSQL_ROOT_PASSWORD is set or MYSQL_ALLOW EMPTY_PASSWORD is set to true), a random
password for the server's root user is generated when the Docker container is started. The password
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is printed to st dout of the container and can be found by looking at the container’s log (see Starting a
MySQL Server Instance).

o MYSQL_ONETI ME_PASSWORD: When the variable is true (which is its default state, unless

MYSQL_ROOT_PASSWORD is set or MYSQL_ALLOW EMPTY_PASSWORD is set to true), the root user's
password is set as expired and must be changed before MySQL can be used normally.

» IMYSQL_DATABASE: This variable allows you to specify the name of a database to be created on image

startup. If a user name and a password are supplied with MYSQL_USER and MYSQL_ PASSWORD, the user
is created and granted superuser access to this database (corresponding to GRANT ALL). The specified
database is created by a CREATE DATABASE IF NOT EXIST statement, so that the variable has no
effect if the database already exists.

e MYSQL_USER, MYSQL_PASSWORD: These variables are used in conjunction to create a user and set

that user's password, and the user is granted superuser permissions for the database specified by
the MYSQL_ DATABASE variable. Both MYySQL_USER and MYSQL_PASSWORD are required for a user
to be created—if any of the two variables is not set, the other is ignored. If both variables are set but
MYSQL_DATABASE is not, the user is created without any privileges.

Note

There is no need to use this mechanism to create the root superuser,

which is created by default with the password set by either one of the
mechanisms discussed in the descriptions for MYSQL_ROOT _ PASSWORD and
MYSQL_RANDOM_ROOT_PASSWORD, unless MYSQL_ALLOW EMPTY_PASSWORD is
true.

e MYSQL_ROOT_HOST: By default, MySQL creates the ' r oot ' @ | ocal host' account. This account

can only be connected to from inside the container as described in Connecting to MySQL Server from
within the Container. To allow root connections from other hosts, set this environment variable. For
example, the value 172. 17. 0. 1, which is the default Docker gateway IP, allows connections from the
host machine that runs the container. The option accepts only one entry, but wildcards are allowed (for
example, MYSQL_ROOT_HOST=172. *.*. * or MYSQL_ROOT_HOST=%).

* MYSQL_LOG CONSOLE: When the variable is true (the variable's default state for MySQL 5.7 server
containers is f al se), the MySQL Server's error log is redirected to st der r, so that the error log
goes into the Docker container's log and is viewable using the docker | ogs nysql d- cont ai ner
command.

Note

The variable has no effect if a server configuration file from the host has been
mounted (see Persisting Data and Configuration Changes on bind-mounting a
configuration file).

» IMYSQL_ROOT_PASSWORD: This variable specifies a password that is set for the MySQL root account.
Warning

Setting the MySQL root user password on the command line is insecure. As an
alternative to specifying the password explicitly, you can set the variable with a
container file path for a password file, and then mount a file from your host that
contains the password at the container file path. This is still not very secure, as
the location of the password file is still exposed. It is preferable to use the default
settings of MYSQL_RANDOM ROOT_PASSWORD and MYSQL_ONETI ME_PASSWORD
both being true.
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e MYSQL_ALLOW EMPTY_ PASSWORD. Set it to true to allow the container to be started with a blank
password for the root user.

Warning

Setting this variable to true is insecure, because it is going to leave

your MySQL instance completely unprotected, allowing anyone to gain

complete superuser access. It is preferable to use the default settings of
MYSQL_RANDOM ROOT _PASSWORD and MYSQL_ONETI ME_PASSWORD both being
true.

2.7.3 Deploying MySQL on Windows and Other Non-Linux Platforms with
Docker

Warning

The MySQL Docker images provided by Oracle are built specifically for Linux
platforms. Other platforms are not supported, and users running the MySQL Docker
images from Oracle on them are doing so at their own risk. This section discusses
some known issues for the images when used on non-Linux platforms.

Known Issues for using the MySQL Server Docker images from Oracle on Windows include:

« If you are bind-mounting on the container's MySQL data directory (see Persisting Data and Configuration
Changes for details), you have to set the location of the server socket file with the - - socket option to
somewhere outside of the MySQL data directory; otherwise, the server fails to start. This is because the
way Docker for Windows handles file mounting does not allow a host file from being bind-mounted on
the socket file.

2.8 Installing MySQL on Linux from the Native Software Repositories

Many Linux distributions include a version of the MySQL server, client tools, and development components
in their native software repositories and can be installed with the platforms' standard package management
systems. This section provides basic instructions for installing MySQL using those package management
systems.

Important

Native packages are often several versions behind the currently available release.
You also normally cannot install development milestone releases (DMRs), as these
are not usually made available in the native repositories. Before proceeding, we
recommend that you check out the other installation options described in Chapter 2,
Installing MySQL on Linux.

Distribution specific instructions are shown below:

* Red Hat Linux, Fedora, CentOS
Note
For a number of Linux distributions, you can install MySQL using the MySQL
Yum repository instead of the platform's native software repository. See

Section 2.1, “Installing MySQL on Linux Using the MySQL Yum Repository” for
details.
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For Red Hat and similar distributions, the MySQL distribution is divided into a number of separate
packages, nysql for the client tools, nysql - ser ver for the server and associated tools, and nmysql -
| i bs for the libraries. The libraries are required if you want to provide connectivity from different
languages and environments such as Perl, Python and others.

To install, use the yumcommand to specify the packages that you want to install. For example:

#> yuminstall nysqgl nysql-server nysql-libs mysqgl-server

Loaded pl ugins: presto, refresh-packagekit

Setting up Install Process

Resol vi ng Dependenci es

--> Runni ng transacti on check

---> Package mysql .x86_64 0:5.1.48-2.fcl13 set to be updated

---> Package nysql -1ibs.x86_64 0:5.1.48-2.fcl3 set to be updated
---> Package mysql -server.x86_64 0:5.1.48-2.fcl13 set to be updated
--> Processi ng Dependency: perl-DBD-M/SQL for package: nysql-server-5.1.48-2.fcl13.x86_64
--> Runni ng transacti on check

---> Package perl-DBD- MySQ.. x86_64 0:4.017-1.fcl13 set to be updated
--> Fini shed Dependency Resol ution

Dependenci es Resol ved

Package Arch Ver si on Reposi tory Si ze
Instal ling
mysql x86_64 5.1.48-2.fcl13 updat es 889 k
nmysql -1i bs x86_64 5.1.48-2.fcl13 updat es 1.2 M
nmysql - server x86_64 5.1.48-2.fcl13 updat es 8.1 M
Installing for dependencies
per| - DBD- My SQL x86_64 4.017-1.fc13 updat es 136 k
Transaction Sunmary
I nst al | 4 Package(s)
Upgr ade 0 Package(s)

Total downl oad size: 10 M

Installed size: 30 M

Is this ok [y/N: y

Downl oadi ng Packages:

Setting up and reading Presto delta netadata
Processi ng del ta netadata

Package(s) data still to downl oad: 10 M

(1/4): mysql-5.1.48-2.fcl13.x86_64.rpm | 889 kB 00: 04
(2/4): mysql-1libs-5.1.48-2.fc13.x86_64.rpm | 1.2 MB 00: 06
(3/4): mysql-server-5.1.48-2.fcl13.x86_64.rpm | 8.1 MB 00: 40
(4/4): perl-DBD- WWSQ.-4.017-1.fc13.x86_64.rpm | 136 kB 00: 00
Tot al 201 kB/s | 10 MB 00: 52
Runni ng rpm check_debug
Runni ng Transacti on Test
Transaction Test Succeeded
Runni ng Transacti on
Instal ling : mysql-1ibs-5.1.48-2.fcl13. x86_64 1/ 4
Instal ling . mysql-5.1.48-2.fcl3. x86_64 2/ 4
Instal ling : perl-DBD MySQL-4.017-1. fc13. x86_64 3/4
Instal ling : mysql -server-5.1.48-2.fcl13. x86_64 4/ 4
I nstall ed:
mysql . x86_64 0:5.1.48-2.fcl3 nmysql -1ibs.x86_64 0:5.1.48-2.fcl3

nmysql -server.x86_64 0:5.1.48-2.fcl13
Dependency Installed
per| - DBD- \ySQL. x86_64 0: 4.017-1.fc13
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Conpl et e

MySQL and the MySQL server should now be installed. A sample configuration file is installed into /
et ¢/ ny. cnf . An init script, to start and stop the server, is installed into / et c/i ni t. d/ nysql d. To
start the MySQL server use ser vi ce:

#> service nmysqld start

To enable the server to be started and stopped automatically during boot, use chkconf i g:

#> chkconfig --levels 235 nysqld on

Which enables the MySQL server to be started (and stopped) automatically at the specified the run
levels.

The database tables are automatically created for you, if they do not already exist. You should, however,
run nysql secure_install ati on to set the root passwords on your server.

Debian, Ubuntu, Kubuntu
Note

On Debian, Ubuntu, and Kubuntu, MySQL can be installed using the MySQL APT
Repository instead of the platform's native software repository. See Section 2.3,
“Installing MySQL on Linux Using the MySQL APT Repository” for details.

On Debian and related distributions, there are two packages for MySQL in their software repositories,
nysql - cli ent and nysql - server, for the client and server components respectively. You should
specify an explicit version, for example nysql - cl i ent - 5. 1, to ensure that you install the version of
MySQL that you want.

To download and install, including any dependencies, use the apt - get command, specifying the
packages that you want to install.

Note

Before installing, make sure that you update your apt - get index files to ensure
you are downloading the latest available version.

A sample installation of the MySQL packages might look like this (some sections trimmed for clarity):

#> apt-get install nysql-client-5.1 nysql-server-5.1

Readi ng package |ists... Done

Bui | di ng dependency tree

Readi ng state information... Done

The fol |l owi ng packages were autonmatically installed and are no | onger required
| i nux- headers-2.6.28-11 |inux- headers-2.6.28-11-generic

Use 'apt-get autorenpve' to renpve them

The fol |l owi ng extra packages will be installed
bsd- mai | x |i bdbd-nysql -perl 1ibdbi-perl Iibhtn-tenplate-perl
|'i bnysqgl cli ent 150ff |ibnysqlclient16 |ibnet-daenon-perl |ibplrpc-perl mailx
nysql - conmon postfi x

Suggest ed packages:
dbi shel | 1ibipc-sharedcache-perl tinyca procmail postfix-mysgl postfix-pgsq
postfi x-1dap postfix-pcre sasl 2-bin resol vconf postfix-cdb

The fol | owi ng NEW packages wi |l be installed
bsd- mai | x |i bdbd-nysql -perl 1ibdbi-perl Iibhtn-tenplate-perl
|'i bnysqgl cli ent 150ff |ibnysqlclient16 |ibnet-daenon-perl |ibplrpc-perl mailx
nysql -client-5.1 nysql-common nysql -server-5.1 postfix

0 upgraded, 13 newy installed, 0 to renove and 182 not upgraded

Need to get 1907kB/ 25 3MB of archives
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After this operation, 59.5MB of additional disk space will be used

Do you want to continue [Y/n]? Y

Get: 1 http://gb.archive. ubuntu.com jaunty-updates/min nmysql-common 5. 1. 30real | y5. 0. 75- Oubunt ul0.5 [ 63. 6kB]
Get: 2 http://gb.archive. ubuntu.com jaunty-updates/ main |ibmysqlclient150ff 5.1.30really5.0.75-0ubuntul0.5 [
Fet ched 1907kB in 9s (205kB/s)

Preconfi guring packages ...

Sel ecting previously desel ected package nysqgl - conmon

(Readi ng database ... 121260 files and directories currently installed.)

Processing 1 added doc-base file(s)...
Regi stering documents with scroll keeper. ..
Setting up |ibnet-daenon-perl (0.43-1)
Setting up |libplrpc-perl (0.2020-1)
Setting up |ibdbi-perl (1.607-1)
Setting up |libmysqglclient150ff (5.1.30really5.0.75-0ubuntul0.5)
Setting up |ibdbd-nmnmysql-perl (4.008-1)
Setting up |ibmysqglclient16 (5.1.31- 1ubuntu2)
Setting up nysql-client-5.1 (5.1.31- 1ubunt u2)
Setting up nysql -server-5.1 (5. 1. 31- 1ubunt u2)
* Stopping MySQL dat abase server nysqld
...done
2013-09-24T13: 03: 09. 048353Z 0 [Note] InnoDB: 5.7.44 started; |og sequence nunber 1566036
2013- 09- 24T13: 03: 10. 057269Z 0 [Note] InnoDB: Starting shutdown..
2013- 09-24T13: 03: 10. 857032Z 0 [Note] |nnoDB: Shutdown conpl eted; |og sequence nunber 1566036
* Starting MySQL dat abase server nysqld
...done
* Checking for corrupt, not cleanly closed and upgrade needing tabl es

Processing triggers for libc6 ...
I dconfi g deferred processing now taking place

Note

The apt - get command installs a number of packages, including the MySQL
server, in order to provide the typical tools and application environment. This can
mean that you install a large number of packages in addition to the main MySQL
package.

During installation, the initial database is created, and you are prompted for the MySQL root password
(and confirmation). A configuration file is created in / et ¢/ mysql / ny. cnf . An init script is created in /
etc/init.d/ nysql.

The server is already started. You can manually start and stop the server using:

#> service nmysql [start]|stop]

The service is automatically added to run levels 2, 3, and 4, with stop scripts in the single, shutdown, and
restart levels.

2.9 Installing MySQL on Linux with Juju

The Juju deployment framework supports easy installation and configuration of MySQL servers. For
instructions, see https://jujucharms.com/mysql/.

2.10 Managing MySQL Server with systemd

If you install MySQL using an RPM or Debian package on the following Linux platforms, server startup and
shutdown is managed by systemd:

* RPM package platforms:

32


https://jujucharms.com/mysql/

Overview of systemd

« Enterprise Linux variants version 7 and higher

e SUSE Linux Enterprise Server 12 and higher
» Debian family platforms:

« Debian platforms

¢ Ubuntu platforms

If you install MySQL from a generic binary distribution on a platform that uses systemd, you can manually
configure systemd support for MySQL following the instructions provided in the post-installation setup
section of the MySQL 5.7 Secure Deployment Guide.

If you install MySQL from a source distribution on a platform that uses systemd, obtain systemd support for
MySQL by configuring the distribution using the - DW TH_SYSTENMD=1 CMake option. See MySQL Source-
Configuration Options.

The following discussion covers these topics:

» Overview of systemd

» Configuring systemd for MySQL

» Configuring Multiple MySQL Instances Using systemd

» Migrating from mysqld_safe to systemd
Note

On platforms for which systemd support for MySQL is installed, scripts such as
nysql d_saf e and the System V initialization script are unnecessary and are not
installed. For example, nysql d_saf e can handle server restarts, but systemd
provides the same capability, and does so in a manner consistent with management
of other services rather than by using an application-specific program.

One implication of the non-use of mysql d_saf e on platforms that use systemd for
server management is that use of [ nysql d_saf e] or[ saf e_nmysqgl d] sectionsin
option files is not supported and might lead to unexpected behavior.

Because systemd has the capability of managing multiple MySQL instances on
platforms for which systemd support for MySQL is installed, nysql d_mnul ti and
nmysqgl d_mul ti.server are unnecessary and are not installed.

Overview of systemd

systemd provides automatic MySQL server startup and shutdown. It also enables manual server
management using the syst entt| command. For example:

systenct!| {start|stop|restart|status} mysqld

Alternatively, use the ser vi ce command (with the arguments reversed), which is compatible with System
V systems:

service nysqgld {start|stop|restart|status}
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Note

For the syst enct| orservi ce commands, if the MySQL service name is not
nysql d, use the appropriate name. For example, use nysql rather than nmysql d
on Debian-based and SLES systems.

Support for systemd includes these files:

* nysql d. servi ce (RPM platforms), nysql . ser vi ce (Debian platforms): systemd service unit
configuration file, with details about the MySQL service.

* nysqgl d@ ser vi ce (RPM platforms), nysql @ ser vi ce (Debian platforms): Like nysql d. servi ce or
nysql . servi ce, but used for managing multiple MySQL instances.

e nysqgl d. t npfi |l es. d: File containing information to support the t npf i | es feature. This file is installed
under the name nysql . conf.

* nysql d_pre_syst end (RPM platforms), mysql - syst em st art (Debian platforms): Support script
for the unit file. This script assists in creating the error log file only if the log location matches a pattern (/
var /| og/ mysql *. | og for RPM platforms, / var /| og/ nysql / *. | og for Debian platforms). In other
cases, the error log directory must be writable or the error log must be present and writable for the user
running the nmysql d process.

Configuring systemd for MySQL

To add or change systemd options for MySQL, these methods are available:

» Use alocalized systemd configuration file.

» Arrange for systemd to set environment variables for the MySQL server process.
» Setthe MYSQLD OPTS systemd variable.

To use a localized systemd configuration file, create the / et ¢/ syst end/ syst enf nysql d. servi ce. d
directory if it does not exist. In that directory, create a file that contains a [ Ser vi ce] section listing the
desired settings. For example:

[ Servi ce]

Li m t NOFlI LE=nax_open_fil es

PI DFi |l e=/ path/to/pid/file

Ni ce=ni ce_| evel

Li mitCore=core file limt

Envi ronnent =" LD _PRELOAD=/ pat h/to/ mal | oc/|i brary"
Envi ronnent =" TZ=ti ne_zone_setti ng"

The discussion here uses overri de. conf as the name of this file. Newer versions of systemd support
the following command, which opens an editor and permits you to edit the file:

systenct|l edit nysqgld # RPM platforns
systenct| edit nysql # Debi an pl atforns

Whenever you create or change overri de. conf, reload the systemd configuration, then tell systemd to
restart the MySQL service:

systenct| daenon-rel oad
systenct| restart nysgld # RPM platforms
systenct| restart nysql # Debi an pl atfornms

With systemd, the overri de. conf configuration method must be used for certain parameters, rather than
settingsina [ nysql d], [ nysql d_safe],or[safe_nysql d]l groupin a MySQL option file:
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e For some parameters, overri de. conf must be used because systemd itself must know their values
and it cannot read MySQL option files to get them.

» Parameters that specify values otherwise settable only using options known to nysql d_saf e must be
specified using systemd because there is no corresponding nmysql d parameter.

For additional information about using systemd rather than nysql d_saf e, see Migrating from
mysqld_safe to systemd.

You can set the following parameters in over ri de. conf:
» To specify the process ID file:

e As of MySQL 5.7.10: Use over ri de. conf and change both Pl DFi | e and ExecSt art to name
the PID file path name. Any setting of the process ID file in MySQL option files is ignored. To modify
ExecSt art, it must first be cleared. For example:

[ Servi ce]

PI DFi | e=/ var/ run/ nysql d/ nysqgl d- cust om pi d

ExecStart =

ExecSt art =/ usr/ sbi n/ nysql d --pid-file=/var/run/nysql d/ nysql d-custom pi d $MYSQLD_OPTS

« Before MySQL 5.7.10: Use PI DFi | e in overri de. conf rather than the - - pi d-fi | e option for
mysql d or nysql d_saf e. systemd must know the PID file location so that it can restart or stop the
server. If the PID file value is specified in a MySQL option file, the value must match the Pl DFi | e
value or MySQL startup may fail.

» To set the number of file descriptors available to the MySQL server, use Li mi t NOFI LE in
overri de. conf rather than the open_files_|imt system variable for nysql d or - - open-fil es-
i mt optionfor nysqgl d_saf e.

* To set the maximum core file size, use Li m t Cor e inoverri de. conf rather thanthe--core-fil e-
si ze option for mysql d_saf e.

» To set the scheduling priority for the MySQL server, use Ni ce in overri de. conf rather than the - -
ni ce option for nysql d_safe.

Some MySQL parameters are configured using environment variables:
* LD _PRELOAD: Set this variable if the MySQL server should use a specific memory-allocation library.
» TZ: Set this variable to specify the default time zone for the server.

There are multiple ways to specify environment variable values for use by the MySQL server process
managed by systemd:

» Use Envi ronnent linesinthe overri de. conf file. For the syntax, see the example in the preceding
discussion that describes how to use this file.

» Specify the values in the / et ¢/ sysconfi g/ nysql file (create the file if it does not exist). Assign values
using the following syntax:

LD _PRELOAD=/ pat h/ t o/ mal | oc/|i brary
TZ=ti me_zone_setting

After modifying / et ¢/ sysconf i g/ mysql , restart the server to make the changes effective:

systenct| restart mysqld # RPM pl atfornms
systenct| restart mysql # Debi an pl atformns
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To specify options for mnysql d without modifying systemd configuration files directly, set or unset the
MYSQLD OPTS systemd variable. For example:

systenct!| set-environnent MYSQLD _OPTS="--general _| og=1"
systenct!| unset-environnent MYSQLD_OPTS

MYSQLD_OPTS can also be setin the / et ¢/ sysconfi g/ nysql file.

After modifying the systemd environment, restart the server to make the changes effective:

systenct| restart nmysgld # RPM platforms
systenct!| restart mysql # Debi an pl at forns

For platforms that use systemd, the data directory is initialized if empty at server startup. This might be

a problem if the data directory is a remote mount that has temporarily disappeared: The mount point
would appear to be an empty data directory, which then would be initialized as a new data directory. As
of MySQL 5.7.20, to suppress this automatic initialization behavior, specify the following line in the / et c/
sysconfi g/ mysqgl file (create the file if it does not exist):

NO_I NI T=t rue

Configuring Multiple MySQL Instances Using systemd

This section describes how to configure systemd for multiple instances of MySQL.
Note

Because systemd has the capability of managing multiple MySQL instances

on platforms for which systemd support is installed, nysql d_rnul ti and

nysql d_mul ti . server are unnecessary and are not installed. This is true as of
MySQL 5.7.13 for RPM platforms, 5.7.19 for Debian platforms.

To use multiple-instance capability, modify the my. cnf option file to include configuration of key options for
each instance. These file locations are typical:

o /etc/ny.cnf or/etc/ nysqgl/ nmy.cnf (RPM platforms)
o /etc/nysql/nysqgl.conf.d/ nysqgl d. cnf (Debian platforms)

For example, to manage two instances named r epl i ca01 and r epl i ca02, add something like this to the
option file:

RPM platforms:

[mysql d@ epl i ca01]

datadi r=/var/lib/nysqgl -replica0l

socket =/ var/lib/ nysqgl -replica0l/ nmysqgl . sock
port =3307

| og-error=/var/| og/ nmysql d-replica0l. | og
[mysql d@ epl i ca02]

dat adi r=/var/li b/ nysql -replica02

socket =/ var/lib/ nysql -replica02/ nmysql . sock
port =3308

| og-error=/var/| og/ nmysql d-replica02. | og

Debian platforms:

[mysql d@epl i ca01]

datadi r=/var/lib/nysql -replica0l

socket =/var/lib/ nysql -replica0l/ mysql.sock
port =3307
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| og-error=/var/| og/ nysql /replica0l.l og
[mysql d@ epl i ca02]

dat adi r=/var/lib/nysqgl -replica02

socket =/ var/lib/ nysql -replica02/ mysql . sock
por t =3308

| og-error=/var/| og/ nysql /replica02.1og

The replica names shown here use @as the delimiter because that is the only delimiter supported by
systemd.

Instances then are managed by normal systemd commands, such as:

systenct| start nysql d@eplica0l
systenct| start nysql d@eplica02

To enable instances to run at boot time, do this:

systenct!| enable nysql d@eplicall
systenct!| enabl e nysql d@epl i ca02

Use of wildcards is also supported. For example, this command displays the status of all replica instances:
systenct| status 'nysqld@eplica*’

For management of multiple MySQL instances on the same machine, systemd automatically uses a
different unit file:

e nysql d@ ser vi ce rather than nysql d. ser vi ce (RPM platforms)
* nysql @ ser vi ce rather than nysql . ser vi ce (Debian platforms)

In the unit file, % and % reference the parameter passed in after the @marker and are used to manage
the specific instance. For a command such as this:

systenct| start nysqgl d@eplica0l

systemd starts the server using a command such as this:

nysql d --defaul ts-group-suffix=@8 ...

The result is that the [ server], [ mysql d] , and [ nysql d@ epl i ca01] option groups are read and
used for that instance of the service.

Note

On Debian platforms, AppArmor prevents the server from reading or writing /
var/lib/ nysql -replica*, or anything other than the default locations. To
address this, you must customize or disable the profile in/ et ¢/ appar nor . d/
usr. shin. nysql d.

Note

On Debian platforms, the packaging scripts for MySQL uninstallation cannot
currently handle nysql d@instances. Before removing or upgrading the package,
you must stop any extra instances manually first.

Migrating from mysqld_safe to systemd

Because nysql d_saf e is not installed on platforms that use systemd to manage MySQL, options
previously specified for that program (for example, inan [ nysql d_saf e] or[safe_mysql d] option
group) must be specified another way:
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* Some nysql d_saf e options are also understood by nmysql d and can be moved from the
[ mysql d_safe] or[safe _nysql d] option group to the [ mysql d] group. This does not include - -
pid-file,--open-files-limt,or--nice.To specify those options, use the overri de. conf
systemd file, described previously.

Note

On systemd platforms, use of [ nysql d_saf e] and [ saf e_nysql d] option
groups is not supported and may lead to unexpected behavior.

» For some nysql d_saf e options, there are similar mysql d options. For example, the nysql d_saf e
option for enabling sysl og logging is - - sysl og, which is deprecated. For nysql d, enable the
| og_sysl og system variable instead. For details, see The Error Log.

» nysql d_saf e options not understood by nmysql d can be specified in over ri de. conf or environment
variables. For example, with mysql d_saf e, if the server should use a specific memory allocation library,
this is specified using the - - mal | oc- | i b option. For installations that manage the server with systemd,
arrange to set the LD_PRELOAD environment variable instead, as described previously.
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Note
MySQL 5.7 supports Solaris 11 (Update 3 and later).

MySQL on Solaris is available in a number of different formats.

For information on installing using the native Solaris PKG format, see Section 3.1, “Installing MySQL on
Solaris Using a Solaris PKG”.

To use a standard t ar binary installation, use the notes provided in Chapter 1, Installing MySQL on
Unix/Linux Using Generic Binaries. Check the notes and hints at the end of this section for Solaris
specific notes that you may need before or after installation.

Important

The installation packages have a dependency on the Oracle Developer Studio 12.5
Runtime Libraries, which must be installed before you run the MySQL installation
package. See the download options for Oracle Developer Studio here. The
installation package enables you to install the runtime libraries only instead of

the full Oracle Developer Studio; see instructions in Installing Only the Runtime
Libraries on Oracle Solaris 11.

To obtain a binary MySQL distribution for Solaris in tarball or PKG format, https://dev.mysqgl.com/
downloads/mysql/5.7.html.

Additional notes to be aware of when installing and using MySQL on Solaris:

If you want to use MySQL with the nysql user and group, use the gr oupadd and user add commands:

groupadd nysq
useradd -g nysqgl -s /bin/false nysq

If you install MySQL using a binary tarball distribution on Solaris, because the Solaris t ar cannot handle
long file names, use GNU t ar (gt ar) to unpack the distribution. If you do not have GNU t ar on your
system, install it with the following command:

pkg install archiver/gnu-tar

You should mount any file systems on which you intend to store | nnoDB files with the f or cedi recti o
option. (By default mounting is done without this option.) Failing to do so causes a significant drop in
performance when using the | nnoDB storage engine on this platform.

If you would like MySQL to start automatically, you can copy support-files/ nysql.server to/
etc/init.dandcreate a symbolic link to it named / et ¢/ r c3. d/ S99mnysql . server.

If too many processes try to connect very rapidly to nysql d, you should see this error in the MySQL log:

Error in accept: Protocol error
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You might try starting the server with the - - back | 0g=50 option as a workaround for this.

» To configure the generation of core files on Solaris you should use the cor eadmcommand. Because
of the security implications of generating a core on a set ui d() application, by default, Solaris does
not support core files on set ui d() programs. However, you can modify this behavior using cor eadm
If you enable set ui d() core files for the current user, they are generated using mode 600, and are
owned by the superuser.

3.1 Installing MySQL on Solaris Using a Solaris PKG

You can install MySQL on Solaris using a binary package of the native Solaris PKG format instead of the
binary tarball distribution.

Important

The installation package has a dependency on the Oracle Developer Studio 12.5
Runtime Libraries, which must be installed before you run the MySQL installation
package. See the download options for Oracle Developer Studio here. The
installation package enables you to install the runtime libraries only instead of
the full Oracle Developer Studio; see instructions in Installing Only the Runtime
Libraries on Oracle Solaris 11.

To use this package, download the corresponding mysql - VERSI ON- sol ari s11- PLATFORM pkg. gz
file, then uncompress it. For example:

$> gunzip nysql-5.7.44-sol ari s11-x86_64. pkg. gz

To install a new package, use pkgadd and follow the onscreen prompts. You must have root privileges to
perform this operation:

$> pkgadd -d nysql-5.7.44-sol ari s11-x86_64. pkg
The foll owi ng packages are avail abl e:

1 nysql MySQL Conmunity Server (GPL)
(i86pc) 5.7.44
Sel ect package(s) you wish to process (or 'all' to process

al | packages). (default: all) [?,??,q]:

The PKG installer installs all of the files and tools needed, and then initializes your database if one does
not exist. To complete the installation, you should set the root password for MySQL as provided in the
instructions at the end of the installation. Alternatively, you can run the nysqgl secure_instal l ation
script that comes with the installation.

By default, the PKG package installs MySQL under the root path / opt / mysql . You can change only the
installation root path when using pkgadd, which can be used to install MySQL in a different Solaris zone. If
you need to install in a specific directory, use a binary t ar file distribution.

The pkg installer copies a suitable startup script for MySQL into/ et c/init.d/ mysql . To enable
MySQL to startup and shutdown automatically, you should create a link between this file and the init script
directories. For example, to ensure safe startup and shutdown of MySQL you could use the following
commands to add the right links:

$> In /etc/init.d/ nysql /etc/rc3.d/ S91lnysql
$> In /etc/init.d/ nysql /etc/rc0.d/ KO2nysql

To remove MySQL, the installed package name is nysql . You can use this in combination with the pkgr m
command to remove the installation.
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To upgrade when using the Solaris package file format, you must remove the existing installation before
installing the updated package. Removal of the package does not delete the existing database information,
only the server, binaries and support files. The typical upgrade sequence is therefore:

$> nysql admi n shut down

$> pkgrm nysql

$> pkgadd -d nysql-5.7.44-sol ari s11-x86_64. pkg
$> nysql d_safe &

$> nysql _upgrade

You should check the notes in Upgrading MySQL before performing any upgrade.
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Chapter 4 Installing MySQL on FreeBSD

This section provides information about installing MySQL on variants of FreeBSD Unix.

You can install MySQL on FreeBSD by using the binary distribution provided by Oracle. For more
information, see Chapter 1, Installing MySQL on Unix/Linux Using Generic Binaries.

The easiest (and preferred) way to install MySQL is to use the nysql - server and nysql - cl i ent ports
available at http://www.freebsd.org/. Using these ports gives you the following benefits:

» A working MySQL with all optimizations enabled that are known to work on your version of FreeBSD.
» Automatic configuration and build.

 Startup scripts installed in/ usr/ | ocal / etc/ rc. d.

The ability to use pkg_i nf o - L to see which files are installed.

The ability to use pkg_del et e to remove MySQL if you no longer want it on your machine.

The MySQL build process requires GNU make (gnake) to work. If GNU neke is not available, you must
install it first before compiling MySQL.

To install using the ports system:

# cd /usr/ports/databases/ nysql 57-server
# make

# cd /usr/ports/databases/ nysqgl 57-cli ent
# make

The standard port installation places the serverinto / usr/ | ocal / | i bexec/ nysql d, with the startup
script for the MySQL server placed in/ usr/ | ocal / etc/rc. d/ mysql - server.

Some additional notes on the BSD implementation:

» To remove MySQL after installation using the ports system:

# cd /usr/ports/databases/ mysql 57-server
# make dei nstal

# cd /usr/ports/databases/ mysql 57-cl i ent
# make dei nstal

* If you get problems with the current date in MySQL, setting the TZ variable should help. See
Environment Variables.
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Chapter 5 Initializing the Data Directory

After MySQL is installed, the data directory must be initialized, including the tables in the nysql system
database:

» For some MySQL installation methods, data directory initialization is automatic, as described in
Postinstallation Setup and Testing.

» For other installation methods, you must initialize the data directory manually. These include installation
from generic binary and source distributions on Unix and Unix-like systems, and installation from a ZIP
Archive package on Windows.

This section describes how to initialize the data directory manually for MySQL installation methods for
which data directory initialization is not automatic. For some suggested commands that enable testing
whether the server is accessible and working properly, see Testing the Server.

» Data Directory Initialization Overview
» Data Directory Initialization Procedure
» Server Actions During Data Directory Initialization

» Post-Initialization root Password Assignment

Data Directory Initialization Overview

In the examples shown here, the server is intended to run under the user ID of the nysql login account.
Either create the account if it does not exist (see Create a mysql User and Group), or substitute the name
of a different existing login account that you plan to use for running the server.

1. Change location to the top-level directory of your MySQL installation, which is typically / usr /| ocal /
nysql (adjust the path name for your system as necessary):

cd /usr/local / mysq

Within this directory are several files and subdirectories, including the bi n subdirectory that contains
the server as well as client and utility programs.

2. Thesecure file_priv system variable limits import and export operations to a specific directory.
Create a directory whose location can be specified as the value of that variable:

mkdir nysql-files

Grant directory user and group ownership to the mysql user and nmysql group, and set the directory
permissions appropriately:

chown mnysql : mysql nysql-files
chnod 750 nysql -files

3. Use the server to initialize the data directory, including the mysql database containing the initial
MySQL grant tables that determine how users are permitted to connect to the server. For example:

bin/nysqgld --initialize --user=nysq

For important information about the command, especially regarding command options you might use,
see Data Directory Initialization Procedure. For details about how the server performs initialization, see
Server Actions During Data Directory Initialization.
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Data Directory Initialization Procedure

Typically, data directory initialization need be done only after you first install MySQL. (For upgrades to
an existing installation, perform the upgrade procedure instead; see Upgrading MySQL.) However, the
command that initializes the data directory does not overwrite any existing nysql database tables, so it
is safe to run in any circumstances.

Note

Initialization of the data directory might fail if required system libraries are
missing. For example, you might see an error like this:

bi n/ nysqgl d: error while |oading shared |ibraries:
|'i bnuma. so. 1: cannot open shared object file:
No such file or directory

If this happens, you must install the missing libraries manually or with your
system's package manager. Then retry the data directory initialization
command.

4. If you want to deploy the server with automatic support for secure connections, use the
nysqgl _ssl _rsa_set up utility to create default SSL and RSA files:

bi n/ nysqgl _ssl _rsa_setup
For more information, see mysqgl_ssl_rsa_setup — Create SSL/RSA Files.

5. In the absence of any option files, the server starts with its default settings. (See Server Configuration
Defaults.) To explicitly specify options that the MySQL server should use at startup, put them in an
option file such as /et c/ my. cnf or/etc/ mysql / my. cnf. (See Using Option Files.) For example,
you can use an option file to set the secure_fil e priv system variable.

6. To arrange for MySQL to start without manual intervention at system boot time, see Starting and
Stopping MySQL Automatically.

7. Data directory initialization creates time zone tables in the nysql database but does not populate
them. To do so, use the instructions in MySQL Server Time Zone Support.

Data Directory Initialization Procedure

Change location to the top-level directory of your MySQL installation, which is typically / usr /| ocal /
nmysqgl (adjust the path name for your system as necessary):

cd /usr/local / mysql

To initialize the data directory, invoke nysql d withthe--initializeor--initialize-insecure
option, depending on whether you want the server to generate a random initial password for the
"root' @I ocal host' account, or to create that account with no password:

* Use--initialize for“secure by default” installation (that is, including generation of a random initial
r oot password). In this case, the password is marked as expired and you must choose a new one.

e With--initialize-insecure,noroot password is generated. This is insecure; it is assumed that
you assign a password to the account in timely fashion before putting the server into production use.

For instructions on assigninganew ' r oot ' @ | ocal host' password, see Post-Initialization root

Password Assignment.
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Data Directory Initialization Procedure

Note

The server writes any messages (including any initial password) to its standard
error output. This may be redirected to the error log, so look there if you do not see
the messages on your screen. For information about the error log, including where it
is located, see The Error Log.

On Windows, use the - - consol e option to direct messages to the console.

On Unix and Unix-like systems, it is important for the database directories and files to be owned by the
nmysgl login account so that the server has read and write access to them when you run it later. To ensure
this, start nysql d from the system r oot account and include the - - user option as shown here:

bin/nysqgld --initialize --user=nysql
bin/nysqgld --initialize-insecure --user=nysql

Alternatively, execute nysql d while logged in as nysql , in which case you can omit the - - user option
from the command.

On Windows, use one of these commands:

bin\nysqgld --initialize --console
bin\nysqgld --initialize-insecure --consol e
Note

Data directory initialization might fail if required system libraries are missing. For
example, you might see an error like this:

bi n/nysqgl d: error while |oading shared |libraries:
I'i bnuma. so. 1: cannot open shared object file:
No such file or directory

If this happens, you must install the missing libraries manually or with your system's
package manager. Then retry the data directory initialization command.

It might be necessary to specify other options such as - - basedi r or - - dat adi r if mysql d cannot
identify the correct locations for the installation directory or data directory. For example (enter the
command on a single line):

bin/nysqgld --initialize --user=nysql

- - basedi r=/ opt / nysql / nysql
- -dat adi r=/ opt / nysql / nysql / dat a

Alternatively, put the relevant option settings in an option file and pass the name of that file to mysql d. For
Unix and Unix-like systems, suppose that the option file name is / opt / nysql / mysql / et ¢/ ny. cnf . Put
these lines in the file:

[nysql d]

basedi r =/ opt / mysql / mysql

dat adi r =/ opt / mysql / mysql / dat a

Then invoke nysql d as follows (enter the command on a single line, with the - - def aul t s-fi | e option
first):

bi n/nysqgl d --defaul ts-file=/opt/nysql/nysqgl/etc/ny.cnf
--initialize --user=nysql

On Windows, suppose that C: \ my. i ni contains these lines:

[ nysql d]
basedi r=C:\\ Program Fi | es\\ M\ySQ.\\ M\ySQL Server 5.7
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Server Actions During Data Directory Initialization

dat adi r =D: \\ M\ySQLdat a

Then invoke nysql d as follows (again, you should enter the command on a single line, with the - -
def aul t s-fi | e option first):

bi n\nysqgl d --defaults-file=C \ny.ini
--initialize --console

Important

When initializing the data directory, you should not specify any options other than
those used for setting directory locations such as - - basedi r or - - dat adi r, and
the - - user option if needed. Options to be employed by the MySQL server during
normal use can be set when restarting it following initialization. See the description
of the --initial i ze option for further information.

Server Actions During Data Directory Initialization

Note

The data directory initialization sequence performed by the server does not
substitute for the actions performed by nysql secure_instal |l ati on and
mysql _ssl _rsa_set up. See mysgl_secure_installation — Improve MySQL
Installation Security, and mysqgl_ssl_rsa_setup — Create SSL/RSA Files.

When invoked withthe - -initializeor--initialize-insecure option, nysql d performs the
following actions during the data directory initialization sequence:

1. The server checks for the existence of the data directory as follows:
 If no data directory exists, the server creates it.

« If the data directory exists but is not empty (that is, it contains files or subdirectories), the server exits
after producing an error message:

[ERROR] --initialize specified but the data directory exists. Aborting.
In this case, remove or rename the data directory and try again.

As of MySQL 5.7.11, an existing data directory is permitted to be nonempty if every entry either has a
name that begins with a period (. ) or is named using an - - i gnor e- db- di r option.

Note
Avoid the use of the - - i gnor e- db- di r option, which has been deprecated
since MySQL 5.7.16.

2. Within the data directory, the server creates the nysql system database and its tables, including the

grant tables, time zone tables, and server-side help tables. See The mysql System Database.

3. The server initializes the system tablespace and related data structures needed to manage | nnoDB
tables.

Note

After mysqgl d sets up the | nnoDB system tablespace, certain changes
to tablespace characteristics require setting up a whole new instance.
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Qualifying changes include the file name of the first file in the system

tablespace and the number of undo logs. If you do not want to use the default
values, make sure that the settings for the i nnodb_data _fil e pathand

i nnodb_| og_fil e_si ze configuration parameters are in place in the

MySQL configuration file before running nysql d. Also make sure to specify

as necessary other parameters that affect the creation and location of | nnoDB
files, such as i nnodb_data_hone_dir andi nnodb_| og group_hone_dir.

If those options are in your configuration file but that file is not in a location
that MySQL reads by default, specify the file location using the - - def aul t s-
extra-fil e option when you run nysql d.

4. The server createsa' root' @I ocal host' superuser account and other reserved accounts
(see Reserved Accounts). Some reserved accounts are locked and cannot be used by clients, but
"root' @I ocal host' isintended for administrative use and you should assign it a password.

Server actions with respect to a password for the ' r oot ' @1 ocal host' account depend on how you
invoke it:

e With--initializebutnot--initialize-insecure, the server generates a random password,
marks it as expired, and writes a message displaying the password:

[Warning] A tenmporary password is generated for root @ ocal host:
i Tag* Af r H5ej

e With--initialize-insecure, (either with or without--initializebecause--initialize-
i nsecur e implies--initialize),the server does not generate a password or mark it expired,
and writes a warning message:

[ Warni ng] root @ocal host is created with an enpty password ! Pl ease
consi der switching off the --initialize-insecure option.

For instructions on assigninganew ' root' @ | ocal host' password, see Post-Initialization root
Password Assignment.

5. The server populates the server-side help tables used for the HELP statement (see HELP Statement).
The server does not populate the time zone tables. To do so manually, see MySQL Server Time Zone
Support.

6. Iftheinit_fil e system variable was given to name a file of SQL statements, the server executes the
statements in the file. This option enables you to perform custom bootstrapping sequences.

When the server operates in bootstrap mode, some functionality is unavailable that limits the
statements permitted in the file. These include statements that relate to account management (such as
CREATE USER or GRANT), replication, and global transaction identifiers.

7. The server exits.

Post-Initialization root Password Assignment

After you initialize the data directory by starting the serverwith--initializeor--initialize-
i nsecur e, start the server normally (that is, without either of those options) and assign the
"root' @I ocal host' account a new password:

1. Start the server. For instructions, see Starting the Server.

2. Connect to the server:
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e Ifyouused--initializebutnot--initialize-insecure toinitialize the data directory,
connect to the server as r oot :

nmysql -u root -p

Then, at the password prompt, enter the random password that the server generated during the
initialization sequence:

Ent er password: (enter the random root password here)
Look in the server error log if you do not know this password.

e Ifyouused--initialize-insecure toinitialize the data directory, connect to the server as r oot
without a password:

nysqgl -u root --skip-password
3. After connecting, use an ALTER USER statement to assign a hew r oot password:

ALTER USER 'root' @I ocal host' | DENTI FI ED BY ' r oot - password' ;
See also Securing the Initial MySQL Account.
Note

Attempts to connect to the host 127. 0. 0. 1 normally resolve to the | ocal host
account. However, this fails if the server is run with ski p_nanme_r esol ve
enabled. If you plan to do that, make sure that an account exists that can
accept a connection. For example, to be able to connect as r oot using - -

host =127.0. 0. 1 or - - host =: : 1, create these accounts:

CREATE USER 'root' @127.0.0.1" |DENTIFIED BY 'root-password';
CREATE USER 'root' @::1' | DENTIFIED BY 'root-password';

It is possible to put those statements in a file to be executed usingtheinit_file
system variable, as discussed in Server Actions During Data Directory Initialization.
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https://dev.mysql.com/doc/refman/5.7/en/server-options.html#option_mysqld_initialize
https://dev.mysql.com/doc/refman/5.7/en/server-options.html#option_mysqld_initialize-insecure
https://dev.mysql.com/doc/refman/5.7/en/server-options.html#option_mysqld_initialize-insecure
https://dev.mysql.com/doc/refman/5.7/en/alter-user.html
https://dev.mysql.com/doc/refman/5.7/en/default-privileges.html
https://dev.mysql.com/doc/refman/5.7/en/server-system-variables.html#sysvar_skip_name_resolve
https://dev.mysql.com/doc/refman/5.7/en/server-system-variables.html#sysvar_init_file
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