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This work presents a new concept in quantum key distribution called the probabilistic
quantum key distribution (PQKD) protocol, which is based on the measurement un-
certainty in quantum phenomena. It allows two mutually untrusted communicants to

negotiate an unpredictable key that has a randomness guaranteed by the laws of quantum
mechanics. In contrast to conventional QKD (e.g., BB84) in which one communicant
has to trust the other for key distribution or quantum key agreement (QKA) in which
the communicants have to artificially contribute subkeys to a negotiating key, PQKD

is a natural and simple method for distributing a secure random key. The communi-
cants in the illustrated PQKD take Einstein-Podolsky-Rosen (EPR) pairs as quantum
resources and then use entanglement swapping and Bell-measurements to negotiate an

unpredictable key.
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1. Introduction

Quantum key distribution (QKD) is a method for distributing a secret key to two remote

parties over insecure quantum channels [1, 2]. Since the first QKD protocol presented by

Bennnett and Brassard [3] in 1984 (also known as BB84), a variety of QKD protocols have

been proposed [4, 5, 6, 7, 8, 9, 10, 11, 12, 13].

Essentially, in a QKD (e.g., BB84), a secret key is determined by one communicant (Alice)

and then distributed to the other communicant (Bob) through the transmission of quantum

signals. Although a QKD can be unconditionally secure [14, 15, 16, 17, 18], it assumes that

the communicants are mutually trusted and honest [19], i.e., that they always follow the

protocol and must accept the key decided by the other communicant.

Consider a scenario in which two mutually-opposed countries, e.g., South Korea and North

Korea, plan to hold a military negotiation without the involvement or interference of other

countries. In this situation, they wish to establish a secret key in order to secure their

subsequent communications. However, neither wishes the secret key to be pre-determined by

the other. They are interested in “fairness” in determining the key; neither would want even

one single bit of advantage to go to the other.
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A very intuitive solution for the above scenario is to run a QKD twice, e.g., South Korea

and North Korea individually decide their raw keys, given as KS and KN respectively, and

then exchange these keys separately using two QKD runs. The final key shared then is KSN =

KS ⊕KN , where “⊕” denotes addition modulo 2 of two classical bit strings. Unfortunately,

this intuitive idea fails to provide “fairness” to both countries because the final key can be

determined by the country that first learns the raw key of the other. For instance, if the

raw key KS of South Korea is distributed to North Korea first using the first QKD, then

North Korea can unilaterally decide a final shared key K̂SN by choosing its raw key, as

KN = K̂SN ⊕KS , or vice versa.

Recently, quantum key agreement (QKA) has been studied by [1, 20, 21, 22, 23, 24].

Communicants in a QKA are assumed to be mutually untrusted. Indeed, this method could

provide a solution to the above mentioned scenario. However, for a party to contribute a

subkey to a negotiating key, the subkey of that party must be artificially injected into an

already inherently unpredictable quantum phenomenon. This, unfortunately, destroys the

property of uncertainty in photons. Instead, this study tries to explore the useful nature of

unpredictability in the entanglement swapping of quantum states as a way of generating and

distributing an unpredictable key spontaneously. We aim to use this property to facilitate

the distribution of an unpredictable key between two communicants. In some sense, one can

also treat the key in a QKD as essentially decided by one communicant; and the key in a

QKA decided cooperatively by both communicants, whereas that of a PQKD is determined

by God.

Though there are QKDs, e.g., [25, 26], which have already exploited the measurement

uncertainty in quantum phenomena to distribute a random key, these protocols are, essentially,

QKD protocols, i.e., they assume that the communicants are mutually trusted and honest.

Otherwise, as in BBM92 [25], if a communicant, say Alice, is malicious, then she can determine

a secret key independently and then distribute it to Bob by selecting only those single photons

that are polarized |0〉, |1〉, |+〉, or |−〉, where |+〉 = 1√
2
(|0〉 + |1〉) and |−〉 = 1√

2
(|0〉 − |1〉).

Although she does not know which of the transmitted photons will be used as key bits and

which will be used in the public discussion, in an extreme case, Alice can independently set

the distributed photons to be all |0〉 states or all |+〉 states (decoded as the classical bit “0”).

In this way, Alice can determine the shared key completely.

Similarly, in Deng et al.’s QKD protocol [26], although the shared key is derived randomly

from a quantum mechanism, a malicious communicant can still manipulate that key by select-

ing those unwanted key bits for public discussion and the remaining bits as the shared secret

key. Accordingly, these QKDs, though they promisingly applied the uncertainty of photons

in their designs, cannot not be used to solve the problem in the above mentioned scenario as

they are not designed from the very beginning for use in the mutually-untrusted environment,

and thus, they have failed to incorporate “fairness” into their designs.

To summarize the above discussion, the newly proposed probabilistic quantum key distri-

bution (PQKD) protocol has the following features:

1. “Unpredictability”: Two mutually-untrusted communicants are allowed to negotiate an

unpredictable key.

2. “Fairness”: No one can pre-determine the key with even a single-bit advantage.
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3. “Effectiveness”: The intrinsic measurement uncertainty as well as entanglement swap-

ping of photons are applied to facilitate the generation, as well as the distribution, of

an unpredictable key.

The rest of this paper is as follows. Section 2 introduces the background including the

entanglement swapping of EPR pairs and the Hadamard transformation which will be used

to construct a PQKD. Then, a PQKD protocol is proposed in Section 3. The security analysis

is given in Section 4. Section 5 concludes our result.

2. Background

In this section, the entanglement swapping of EPR pairs is first introduced, then the Hadamard

transformation is presented in Section 2.2.

2.1. The Entanglement Swapping of EPR pairs

Entanglement is one of the most fascinating phenomena in quantum mechanics: whatever

happens to one of the entangled particles has an instantaneous influence on the other, re-

gardless of the distance between the particles. When two pairs of independent entangled

particles, e.g., pair 1-2 and pair 3-4, are prepared, if the first particles of these two pairs

(e.g., particle 1 and 3) are subject to a Bell-measurement, the remaining two particles (2 and

4) will automatically collapse into the entangled state. This attractive phenomenon is the

so-called entanglement swapping, which was originally proposed by Zukowski et al. [27] and

experimentally realized by Pan et al. [28].

In Einstein-Podolsky-Rosen (EPR) pairs, there are four maximally entangled states that

can be used to perform entanglement swapping:

|φ±〉 =
1√
2
(|00〉 ± |11〉),

|ψ±〉 =
1√
2
(|01〉 ± |10〉).

Suppose that Alice and Bob share two EPR pairs in the form

|φ+〉hAtA =
1√
2
(|00〉+ |11〉)hAtA ,

|φ+〉hBtB =
1√
2
(|00〉+ |11〉)hBtB ,

e.g., Alice holds photons hA and tB of these EPR pairs, and Bob holds photons tA and

hB . If Alice performs a Bell-measurement on hA and tB (denoted by BM(hA, tB)) and

obtains |φ+〉hAtB , she can deduce that Bob would also obtain |φ+〉tAhB
if he performed a

Bell-measurement on tA and hB . Eq. (1) shows the entanglement swapping of |φ+〉hAtA and

|φ+〉hBtB

|φ+〉hAtA ⊗ |φ+〉hBtB =
1

2
(|φ+〉hAtB ⊗ |φ+〉tAhB

+ |φ−〉hAtB ⊗ |φ−〉tAhB

+|ψ+〉hAtB ⊗ |ψ+〉tAhB
+ |ψ−〉hAtB ⊗ |ψ−〉tAhB

). (1)
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Similarly, Bob can deduce Alice’s result from his Bell-measurement result via Eq. (1) without

needing any further information from Alice.

Equation (1) shows that the Bell-measurements of Alice and Bob on (hA, tB) and (tA, hB),

respectively, will result in one of the four measurement results (|φ+〉hAtB⊗|φ+〉tAhB
), (|φ−〉hAtB

⊗|φ−〉tAhB
), (|ψ+〉hAtB ⊗ |ψ+〉tAhB

) and ( |ψ−〉hAtB ⊗ |ψ−〉tAhB
) with equal probability (i.e.,

25%). As these measurement results are completely unpredictable, Alice and Bob can use this

quantum phenomenon, the entanglement swapping of EPR pairs, to generate and distribute

an unpredictable key in a spontaneous manner.

Table 1. The entanglement swapping of (|φ±〉, |ψ±〉).

Initial states of EPR pairs After entanglement swapping
(|φ+〉, |φ+〉)hAtA,hBtB

[(|φ−〉, |φ−〉), [(|φ+〉, |φ+〉), (|φ−〉, |φ−〉)
(|ψ+〉, |ψ+〉), (|ψ−〉, |ψ−〉)]hAtA,hBtB

(|ψ+〉, |ψ+〉), (|ψ−〉, |ψ−〉)]hAtB ,tAhB

(|φ−〉, |φ+〉)hAtA,hBtB
[(|φ+〉, |φ−〉), [(|φ+〉, |φ−〉), (|φ−〉, |φ+〉)

(|ψ−〉, |ψ+〉), (|ψ+〉, |ψ−〉)]hAtA,hBtB
(|ψ+〉, |ψ−〉), (|ψ−〉, |ψ+〉)]hAtB ,tAhB

(|ψ+〉, |φ+〉)hAtA,hBtB
[(|ψ−〉, |φ−〉), [(|φ+〉, |ψ+〉), (|φ−〉, |ψ−〉)

(|φ+〉, |ψ+〉), (|φ−〉, |ψ−〉)]hAtA,hBtB
(|ψ+〉, |φ+〉), (|ψ−〉, |φ−〉)]hAtB ,tAhB

(|ψ−〉, |φ+〉)hAtA,hBtB
[(|ψ+〉, |φ−〉), [(|φ+〉, |ψ−〉), (|φ−〉, |ψ+〉)

(|φ−〉, |ψ+〉), (|φ+〉, |ψ−〉)]hAtA,hBtB
(|ψ+〉, |φ−〉), (|ψ−〉, |φ+〉)]hAtB ,tAhB

The entanglement swapping of (|φ±〉, |ψ±〉) is summarized in Table 1. For instance, if the

initial states of two EPR pairs are |φ−〉hAtA and |φ−〉hBtB (denoted as (|φ−〉, |φ−〉)hAtA,hBtB

for simplicity), the results after entanglement swapping would be (|φ+〉, |φ+〉)hAtB ,tAhB
, (|φ−〉,

|φ−〉)hAtB ,tAhB
, (|ψ+〉, |ψ+〉)hAtB ,tAhB

, or (|ψ−〉, |ψ−〉)hAtB ,tAhB
. Each occurs with equal

probability (i.e., 25%). It should be noted that the entanglement swapping of n EPR pairs

can also be derived from Table 1. For instance, in the entanglement swapping of three

EPR pairs, |φ+〉hAtA , |φ+〉hBtB , and |φ+〉hCtC , Alice can first perform a Bell-measurement

on (hA, tB). If the measurement result is |φ+〉hAtB , according to Eq. (1), photons tA and

hB will automatically collapse into |φ+〉tAhB
. Then, if Alice performs the Bell-measurement

on (tA, tC) and obtains |ψ−〉tAtC , the remaining two photons, hB and hC , will collapse into

|ψ−〉hBhC
as well.

2.2. Hadamard Transformation

In quantum information processing, the Hadamard transformation (or Hadamard gate) is a

function that maps the non-superpositioned qubits |0〉 and |1〉 into two superposition states of

the computational basis states |0〉 and |1〉 with equal weight. For instance, H|0〉 = 1√
2
|0〉+|1〉,

andH|1〉 = 1√
2
|0〉−|1〉, whereH denotes a Hadamard transformation and is defined as follows:

H =
1√
2
(|0〉〈0|+ |0〉〈1|+ |1〉〈0| − |1〉〈1|).

The Hadamard transformation is a unitary operation H†H = HH† = I. When one photon,

e.g., tA, of an EPR pair |φ+〉hAtA , is subject to a Hadamard operation, |φ+〉hAtA is transformed

into the state |φ+〉HhAtA
as follows:
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I ⊗H|φ+〉hAtA = |φ+〉HhAtA
=

1√
2
(|φ−〉+ |ψ+〉)hAtA . (2)

Therefore, the Bell-measurement of |φ+〉HhAtA
will result in one of the two measurement results,

|φ−〉hAtA or |ψ+〉hAtA , with equal probability (i.e., 50%). However, if a Hadamard operation

is performed on the other photon of the same EPR pair, e.g., hA, of |φ+〉HhAtA
again, then

|φ+〉HhAtA
will be transformed back into the original state |φ+〉hAtA , i.e.,

H ⊗ I|φ+〉HhAtA
= |φ+〉hAtA . (3)

3. The Proposed PQKD

In this section, an ideal PQKD is demonstrated first. Then, a fair public discussion game

used for PQKD is discussed. Finally, an illustrated PQKD protocol is proposed. Here, the

classical communication channels are assumed to be authenticated, and the quantum channels

are assumed to be noiseless.

3.1. An Ideal PQKD

Alice and Bob, two mutually-untrusted communicants, wish to share an unpredictable key,

K, using the entanglement swapping of EPR pairs. A simplified version of PQKD proceeds

as follows (see also Fig. 1):

Step1. Alice prepares two EPR pairs, (a1, a2) and (a3, a4), in the state |φ+〉 = 1√
2
(|00〉 +

|11〉). Then she sends photons a1 and a3 to Bob through a quantum channel.

Step2. Bob also prepares two EPR pairs, (b1, b2) and (b3, b4) in the state |φ+〉, and sends

b2 and b4 to Alice. A raw key can be derived by Bob by entanglement swapping as

KBA = {BM(a1, b1), BM(a3, b3)}, where BM denotes the Bell-measurement operation.

Step3. Alice derives the raw key as KAB = {BM(a2, b2), BM(a4, b4)}. KAB = KBA.

Step4. Alice and Bob perform public discussions for an eavesdropping check using a portion

of the shared key.

Note that the measurement results of Alice and Bob can be used to encode two classical key

bits, e.g., |φ+〉 ⇒ 00, |φ−〉 ⇒ 01, |ψ+〉 ⇒ 10, and |ψ−〉 ⇒ 11.

It is easy to see that the entanglement swapping of four EPR pairs in |φ+〉 after exchanging
photons (a1, a3) and (b2, b4) enables Alice and Bob to share a four-bit unpredictable key. The

ideal PQKD is quite natural and simple in the ideal environment where Alice and Bob are

mutually trusted because the measurement uncertainty intrinsic to quantum phenomena is

applied to the distribution of an unpredictable key. Unfortunately, we are in a mutually-

untrusted environment where Alice and Bob are mutually opposed. Several problems arise

from the ideal protocol if the public discussion is not designed carefully. These problems are

explained in the following example.

Suppose that the shared key bits between Alice and Bob before Step 4 are “1010,” i.e.,

KAB = KBA = “1010.” As mentioned in section 1, a malicious communicant may try to
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2. 

3. KAB = { BM(a2,b2), BM( a4,b4) }  

Fig. 1. An Ideal PQKD.

manipulate the key by selecting those unwanted key bits for public discussion and having the

remaining bits become the shared secret key. For instance, in our ideal PQKD, if Bob prefers

the key to be KAB= “10,” then he can select the bits in positions 1 and 2 (or 3 and 4, or 2 and

3) for public discussion and vice versa. Accordingly, Bob can control the final key through the

public discussion, even though the unpredictability in the entanglement swapping of quantum

is applied to generate and distribute the key. Thus, to achieve the requirement of “fairness,”

a fair public discussion game for PQKD is required (see Fig. 2).

3.2. Fair Public Discussion Game in PQKD

To provide “fairness” between two mutually-untrusted communicants in public discussion, a

very intuitive solution is to let Alice and Bob decide the checking bits in turn. For instance,

after sharing a raw key, one communicant, say Alice, selects the first checking bit first, then

Bob selects the second checking bit, and so on, until all of the checking bits are decided and

discussed.

This solution (although the number of checking bits selected by Alice and Bob is equal

and no one can fully decide the checking bits independently), fails to provide fairness between

Alice and Bob because the communicant who selects the final checking bit has a one bit

advantage in the final key. For example, Alice and Bob in Fig. 2 take turns selecting two

checking bits for public discussion (Step 4). If Bob is the one to select the last checking bit

from the remaining shared bits “101,” he can set the last bit of the key to be “1” by selecting

either the first bit or the second bit for public discussion or set the last bit of the key to be

“0” by selecting the third bit for public discussion. Therefore, Bob has a one bit advantage

in predicting the outcome of the final shared key. In the following, a PQKD with a proposed

fair public discussion game is presented.
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Fair Public  Discussion Game 

Fig. 2. The PQKD with a fair public discussion game.

3.3. The Proposed PQKD Protocol

This section proposes a PQKD protocol that can be applied to a mutually-untrusted environ-

ment. A PQKD is defined as follows:

Definition of PQKD: A PQKD protocol is one that allows two mutually-untrusted

communicants to share an unpredictable key over public quantum channels. A PQKD protocol

is said to be fair if no one can predict the outcome of even one bit of the key with more than

50% probability.

The proposed protocol proceeds as follows (see also Fig. 3):

Step1. Alice prepares n EPR pairs in state |φ+〉ahiati
= 1√

2
(|00〉 + |11〉)ahiati

, where 1 ≤
i ≤ n, Ah = [ah1, ah2, ..., ahn] denotes the sequence of the first photons of these EPR

pairs and At = [at1, at2, ..., atn] denotes the sequence of the second photons. Thereafter,

she randomly chooses some ati’s (approximately half of them) and applies Hadamard

operation, H, on them (denoted as aHti ’s), 1 ≤ i ≤ n, and then puts them back into At to

form a new sequence AH
t , which is then sent to Bob through a quantum channel. Note

that once H operates on a photon ati, |φ+〉ahiati
would transformed into |φ+〉Hahiati

.

Step2. Upon receiving AH
t , Bob also prepares n EPR pairs in state |φ+〉bhibti =

1√
2
(|00〉 +

|11〉)bhibti , where 1 ≤ i ≤ n. He likewise prepares two sequences: Bh = [bh1, bh2, ..., bhn]

and Bt = [bt1, bt2, ..., btn]. He performs a permutation π on Bt to form a new photon

sequence B′
t, which is then sent to Alice through the quantum channel.

Step3. Alice randomly selects m measurement results as a checking set C for public dis-

cussion, and then applies the Hadamard operations on those ahi’s, for which the cor-
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Fig. 3. The proposed PQKD protocol.

responding ati’s have had the same H as applied in Step 1. According to Eq. (2) and

Eq. (3), |φ+〉Hahiati
would now be transformed back into |φ+〉ahiati

, i.e., the Hadamard

operation’s effect on ati in Step 1 would be counteracted (i.e. aHti ⇒ ati) if ahi is subject

to H, where 1 ≤ i ≤ n. Thereafter, she announces the positions of the selected m

measurement results (i.e., C) to Bob through the authenticated classical channel.

Step4. Bob derives the 2n-bit raw key by Bell-measurement of the entanglement-swapped

photons as KBA = {BM(at1, bh1), BM(at2, bh2), ..., BM(atn, bhn)}. Next, he sends π,

the permutation of Bt, and the measurement results of C, i.e., KC (which are extracted

from KBA based on the positions of the m measurement results decided by Alice in

Step 3) to Alice through the authenticated classical channel. He derives the key as

K = KBA −KC , i.e., K is the number of remaining bits in KBA after removing those

checking bits of KC .

Step5. Alice recovers Bt from B′
t based on π and derives the 2n-bit raw key as KAB =

{BM(ah1, bt1), BM(ah2, bt2), ..., BM(ahn, btn)}. KAB = KBA. According to the KC

received from Bob and that measured by Alice independently, Alice can check the pres-

ence of eavesdropping. If the result is positive, then she sets K = KAB −KC (i.e., those

remaining bits of KAB after removing the checking bits in KC) as the key shared with

Bob and sends an acknowledgment to Bob through the authenticated classical channel.

Otherwise, Alice asks Bob to abort the process and starts a new one.

It should be noted thatKAB = KBA = {BM(ahi, bti)...} = {BM(ati, bhi)...}. In the proposed

PQKD, Alice can perform a fairness check (in Step 5) through the verification of KC (see

Section 4.3.2). She will abort the protocol if the result is negative. Moreover, if Alice cannot

detect Bob’s attacks (i.e., control the key) through KC , then with a high probability they
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will share a different key (see also Section 4.3.2). In this situation, a secure communication

between Alice and Bob will not be possible. Similarly, if Alice attempts to control the key,

there is a high probability that they will share a different key (see Section 4.3.1).

In the proposed PQKD, the sequences At and Bt are protected by the Hadamard operation

H and the permutation π, respectively. Therefore, no one can obtain the raw key before Step

4. Accordingly, the communicant, Alice, who decides the positions of the checking bits, cannot

select unwanted bits (in the raw key KAB) for public discussion. Although Alice can obtain

the raw key as K ′
AB = BM(ahi, btj) in Step 3 without waiting for Bob’s π, and then decide a

suitable checking set C to control the final key K; her measurement will result in K ′
AB 6= KBA

(see the details of the security analysis in Section 4 below), where 1 ≤ i, j ≤ n, and btj
denotes a permuted photon. Since the proposed PQKD is designed from the very beginning

for the mutually-untrusted environment, the security analysis below will demonstrate that

the proposed PQKD is secure against both disturbance attacks and eavesdropping attacks.

Furthermore, no one can predict the outcome of even one bit of KAB = (KBA) with more

than 50% probability. Thus, the protocol provides fairness in the final key K(= KAB −KC).

4. Security Analysis

This section analyzes the security of the proposed protocol. The first part focuses on dis-

turbance attacks on the proposed protocol. The second part deals with a security analysis

of eavesdropping attacks. The third part analyzes the fairness of the proposed protocol in

distributing the key. The related lemmas used for the security analysis are given in the

Appendix.

4.1. Security against Disturbance Attacks

In the proposed PQKD, an eavesdropper, Eve, may attempt to disrupt the communications

between Alice and Bob by inducing a mismatch in the key shared between Alice and Bob

without being detected. As a disturbance is usually created before the checking set C has

been decided, with a high probability, the inconsistency will be incorporated into C, and thus,

will be detected eventually.

Because the Hadamard operation H and the permutation π are used to provide “fairness”

between two mutually-untrusted communicants, they will be counteracted by Alice and Bob,

respectively, before performing any measurements. For easy recall, Note 1 is given below.

Note 1: In the proposed PQKD, Alice will remove the Hadamard operation’s effect on aHti ’s

in Step 3 (i.e., AH
t ⇒ At), and Bob will announce the permutation π of B′

t in Step 4 (i.e.,

B′
t ⇒ Bt). At is the original AH

t sent from Alice in Step 1, and Bt is that of B′
t sent from

Bob in Step 2.

The following shows that the proposed PQKD protocol is secure against various distur-

bance attacks.

4.1.1. Single photon disturbance attack

According to Note 1, Alice and Bob will exchange sequences At and Bt in Steps 1 and
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2, respectively. Eve may randomly replace s photons, 1 ≤ s ≤ n, in At (or Bt) by s single

photons di ∈ {|0〉, |1〉, |+〉, |−〉}, 1 ≤ i ≤ n, in hope that she can disturb the key without being

detected. Suppose, without loss of generality, that s
2 of the attacked photons are selected for

public discussion, Theorem 1 shows that the proposed PQKD is secure against the single

photon disturbance attack.

Theorem 1: In the proposed PQKD, if Eve attempts to perform the single photon distur-

bance attack, she will be detected with the probability 1 − ( 14 )
⌈ s

2
⌉ ≈ 1, if s = n, and n is a

large number.

Proof: According to Lemma 5, if Bob performs BM(di, bhi
), he will obtain one of the four

measurement results {|φ±〉, |ψ±〉}ei,bhi
with equal probability (i.e., 1

4 ). After Bob’s measure-

ment, bti in Alice’s hand will collapse into a single photon. If Alice performs BM(ahi, bti), she

will also obtain one of the four measurement results {|φ±〉, |ψ±〉}ahi,bti
with equal probability

(i.e., 1
4 ). Furthermore, there are four measurement results, (|φ+〉, |φ−〉, |ψ+〉, |ψ−〉), that would

make BM(di, bhi
) = BM(ahi

, bti), therefore, the probability for BM(di, bhi
) = BM(ahi

, bti)

would be 1
4 × 1

4 × 4 = 1
4 . Accordingly, if s

2 of the attacked photons are selected for public

discussion, then the probability to detect Eve’s attack is 1 − ( 14 )
⌈ s

2
⌉ ≈ 1, if s = n, and n

is a large number. Similarly, if Eve randomly replaces s photons in B′
t by polarized single

photons, then the probability to detect Eve is also 1 − ( 14 )
⌈ s

2
⌉ ≈ 1, if s = n, and n is a large

number.

It should be noted that if s is small, then quantum error correcting/detecting codes [29,

30, 31] can be used in this situation.

4.1.2. Hadamard operation attack

Eve may also attempt to randomly perform H on s photons, 1 ≤ s ≤ n, in At (Bt) in hope

that she can disturb the key without being detected. Suppose that s
2 of the attacked photons

are selected for public discussion, Theorem 2 shows that the proposed PQKD is secure against

the Hadamard operation attack.

Theorem 2: In the proposed PQKD, if Eve attempts to perform the Hadamard operation

attack, she will be detected with the probability 1 − ( 12 )
⌈ s

2
⌉ ≈ 1, if s = n, and n is a large

number.

Proof: Eve’s attack can be divided into the following three cases:

• Case 1: Eve randomly performs H on s photons in At. If photon ati, 1 ≤ i ≤ n, in At

is subject to Eve’s H (denoted as aHti ), i.e., |φ+〉ahiati
⇒ |φ+〉Hahiati

, and Bob performs

BM(aHti , bhi). According to Lemma 2, Eve’s attack must be detected with 100% if the

attacked photon is selected for public discussion.

• Case 2: Eve randomly performs H on s photons in Bt. Similar to Case 1, if photon

bti, 1 ≤ i ≤ n, in Bt is subject to Eve’s H (denoted as bHti ), i.e., |φ+〉bhibti ⇒ |φ+〉Hbhibti
,

and Alice performs BM(ahi, b
H
ti ), then Eve’s attack must be detected with 100% due to

Lemma 2.
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• Case 3: Eve randomly performs H on s photons in At and Bt. If photons ati and

bti, 1 ≤ i ≤ n, are subject to Eve’s H (denoted as aHti and bHti ), i.e., |φ+〉ahiati
⇒

|φ+〉Hahiati
and |φ+〉bhibti ⇒ |φ+〉Hbhibti

, and Alice performs BM(ahi, b
H
ti ), Bob performs

BM(aHti , bhi), then the probability to detect Eve is 1
2 due to Lemma 3. Accordingly, if

s
2 of the attacked photons are selected for public discussion, the probability to detect

Eve’s attack is 1− ( 12 )
⌈ s

2
⌉ ≈ 1, if s = n, and n is a large number.

Similar to Theorem 1, if s is small, then the quantum error correcting/detecting codes

[29, 30, 31] can be used to fix the errors.

4.2. Security against Eavesdropping Attacks

The following shows several popular attacks which Eve frequently uses to steal the key K

shared between Alice and Bob. The probability of the illustrated PQKD to detect these

attacks is analyzed.

4.2.1. Intercept-and-resend attack with three sequences of EPR pairs entanglement swapping

In this attack, Eve would prepare n EPR pairs in state |φ+〉ehieti = 1√
2
(|00〉+ |11〉)ehieti ,

where 1 ≤ i ≤ n. She divides these EPR pairs into two sequences: Eh = [eh1, eh2, ..., ehn] and

Et = [et1, et2, ..., etn]. Then she intercepts AH
t in Step 1 and instead sends Et (as a forged

AH
t ) to Bob. Similarly, she also intercepts B′

t in Step 2 and sends Eh to Alice. Therefore, the

photon sequences in Alice’s hand would be (Ah, Eh). Bob holds (Et, Bh), and Eve would have

(AH
t , B

′
t). With this attack, Eve would attempt to obtain the shared key, K, between Alice

and Bob without being detected through photons (AH
t , B

′
t) in her hand. Suppose that n

2 of

the attacked photons are selected for public discussion, Theorem 3 shows that the proposed

PQKD is secure against the intercept-and-resend attack.

Theorem 3: In the proposed PQKD, if Eve attempts to perform the intercept-and-resend

attack, she will be detected with the probability 1− ( 14 )
⌈n

2
⌉ ≈ 1, if n is a large number.

Proof: In this attack, Eve will intercept AH
t and B′

t and then replace them by Et and Eh

respectively. In Step 3, Alice will remove the Hadamard operation’s effect on AH
t (now in

Eve’s hand). And when Eve intercepts the permuted sequence B′
t sent from Bob, she has

to figure out the permutation of B′
t before sending Eh to Alice. In the following, we first

show that even if there is no permutation on Bt, i.e., B′
t = Bt, Eve’s attack can still be

detected because the inconsistency of the raw keys will be incorporated into C, and thus, will

be detected eventually. After that, we will show that if Bt is permuted as B′
t, i.e., B

′
t 6= Bt,

Eve’s attack can be detected too.

• Case 1: B′
t = Bt. Since Bob cannot distinguish whether Et is the original sequence,

AH
t , from Alice or a faked one, he will derive the raw key as KBE = BM(Et, Bh)(=

{BM(et1, bh1), BM(et2, bh2), ..., BM(ehn, bhn)}). After that, Bob sends π (here π does

not permute Bt) and KC to Alice in Step 4. Similarly, Alice also derives his raw key as

KAE = BM(Ah, Eh) and then performs the public discussion with Bob.

One can see that if Bob’s measurement result on (eti, bhi) is |φ+〉etibhi
(with 1

4 prob-

ability), 1 ≤ i ≤ n, then the photons ehi (in Alice’s hand) and bti (in Eve’s hand)
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will automatically form the entangled state |φ+〉ehibti (entanglement swapping between

two EPR pairs). If the measurement result of Alice on (ahi, ehi) is still |φ+〉ahiehi
(with

1
4 probability), then Eve will obtain |φ+〉atibti (entanglement swapping among three

EPR pairs) of KAE(= KBE) without being detected. Since four measurement results,

(|φ+〉, |φ−〉, |ψ+〉, |ψ−〉), would make KAE = KBE , the probability for Eve to succeed

the attack is 1
4 · 1

4 · 4 = 1
4 .

However, if Bob’s measurement result on (eti, bhi) is not |φ+〉etibhi
(with 3

4 probability),

then Eve’s attack must be detected because the entanglement swapping of |φ+〉ahiati

and E ∈ {|φ−〉ehibti , |ψ+〉ehibti , |ψ−〉ehibti} will definitely cause inconsistency between

the raw keys derived by Alice and Bob respectively (refer to Table 1). Although the

probability for Eve to succeed the attack is high, i.e., 1
4 to obtain one measurement

result of Alice and Bob accurately, she will be detected in the public discussion. That

is, based on Lemma 6, if n
2 of the attacked photons are selected for public discussion,

then the probability to detect Eve is 1− ( 14 )
⌈n

2
⌉ ≈ 1, if n is a large number.

• Case 2: B′
t 6= Bt. If Eve has to figure out the permutation of Bob before sending Eh

to Alice, she is with the probability 1
n! to succeed. Therefore, the probability to detect

Eve is 1− (( 14 )
⌈n

2
⌉ · 1

n! ) ≈ 1, if n is a large number.

4.2.2. Man-in-the-middle attack

In this attack, Eve prepares n EPR pairs in state |φ+〉ehieti = 1√
2
(|00〉+ |11〉)ehieti and

another n EPR pairs in state |φ+〉e′
hi

e′
ti

= 1√
2
(|00〉 + |11〉)e′

hi
e′
ti
, where 1 ≤ i ≤ n. She

divides these EPR pairs into four sequences: Eh = [eh1, eh2, ..., ehn], Et = [et1, et2, ..., etn],

E′
h = [e′h1, e

′
h2, ..., e

′
hn], and E

′
t = [e′t1, e

′
t2, ..., e

′
tn]. Thereafter, she intercepts A

′
t sequence from

Alice and sends E′
t sequence to Bob instead. She likewise intercepts B′

t from Bob and sends

Et to Alice instead. Therefore, the photon sequences in Alice’s hand would be (Ah, Et) , Bob

would hold (E′
t, Bh), and Eve would have (A′

t, Eh) and (E′
h, B

′
t).

The goal of Eve is to share a key, KAE , with Alice, through the photon sequences (A′
t, Eh)

in her hand without being detected. Moreover, Eve would also like to share another key,

KBE , with Bob, through the photon sequences (E′
h, B

′
t) in her hand without being detected.

Therefore, when Alice uses KAE to send a secret message Ma to Bob, Eve can eavesdrop the

contents of Ma, and then re-encrypt Ma or M̂a (a forged message) to Bob using KBE , and

vice versa. Since Eve’s attack is created before C has been decided, with a high probability,

the inconsistency of KBE and KAE will be incorporated into C, and thus, will be detected

eventually. Theorem 4 shows that the proposed PQKD is secure against the man-in-the-

middle attack.

Theorem 4: In the proposed PQKD, if Eve attempts to perform the man-in-the-middle

attack, she will be detected with the probability 1− ( 14 )
⌈n

2
⌉ ≈ 1, if n is a large number.

Proof: In the following, we first show that even if Bob does not permute Bt, i.e., B
′
t = Bt,

Eve’s attack can still be detected. After that, we will show that if Bt is permuted as B′
t, i.e.,

B′
t 6= Bt, Eve’s attack can be detected too.
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• Case 1: B′
t = Bt. The probability that KBE = KAE is 1

4 for every two measurement

results due to Lemma 7. Although the probability for Eve to succeed the attack is high,

i.e., 1
4 to make one measurement result in KBE equal to the corresponding measurement

result in KAE , she will be detected in the public discussion. That is, if n
2 of the attacked

photons are selected for public discussion, the probability to detect Eve is 1−( 14 )
⌈n

2
⌉ ≈ 1,

if n is a large number.

• Case 2: B′
t 6= Bt. In Step 5, Alice will permute Et according to the permutation π

announced by Bob in Step 4. Since Eve can also overhear π, she can permute Eh in

her hand according to π too. Accordingly, the key KAE shared between Alice and Eve

is still identical. Similar to Case 1, the probability that KAE = KBE is 1
4 for every

two measurement results due to Lemma 7. Although the probability for Eve to succeed

the attack is high, she will be detected in the public discussion. That is, if n
2 of the

attacked photons are selected for public discussion, the probability to detect Eve is still

1− ( 14 )
⌈n

2
⌉ ≈ 1, if n is a large number.

4.3. Fairness of the Proposed PQKD protocol

Although the proposed PQKD is secure against disturbance attacks and eavesdropping attacks

(as discussed above), either Alice or Bob may wish to control the key both independently and

without being detected by the other. According to the definition of a fair PQKD protocol,

no one should have a one bit advantage in controlling (predicting) the secret key. Therefore,

the fairness of the protocol is given as follows.

4.3.1. Fair to Bob: Can Alice control the key?

The following shows an attack that Alice may use to control K.

4.3.1.1 Permutation guessing attack

In the proposed PQKD, Alice is the one who decides the checking set for public discussion.

Upon receiving B′
t which contains n permuted photons from Bob, if Alice can figure out

the permutation of m photons in B′
t, then she can perform Bell-measurements to deduce

m measurement results in the raw key KAB = (KBA). Accordingly, she can select those

unwanted measurement results for public discussion and thus control a portion of the final

key K. Theorem 5 shows that the proposed PQKD is secure against Alice’s permutation

guessing attack.

Theorem 5: In the proposed PQKD, if Alice attempts to perform the permutation guessing

attack, she is with the probability (
∏m

i=1 C
n−(i−1)
1 )−1 to guess π. Otherwise, she is with the

probability 1 − ( 14 )
⌈m

2
⌉ ≈ 1 to share a different key with Bob, if m = n, and n is a large

number.

Proof: Upon receiving A′
t from Alice, Bob will send B′

t to Alice. Since Bob does not perform

any operation on A′
t but just perserve it, Alice cannot obtain any useful information about

the key. Therefore, the only way for Alice to control the key K is to guess Bob’s permutation

π. The probability for Alice to guess π is (
∏m

i=1 C
n−(i−1)
1 )−1. For otherwise, the probability
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that KAB 6= KBA is with 1 − 1
4 = 3

4 for each measurement result in the raw keys KAB and

KBA due to Lemma 6 and 7. Although Alice can control the key K (through KAB) with a

high probability, the probability for Alice to share a different key with Bob is 1− ( 14 )
⌈m

2
⌉ ≈ 1,

if m = n, and n is a large number.

4.3.2. Fair to Alice: Can Bob control the key?

The following shows several attacks that Bob may attempt to use to control K.

4.3.2.1 Permutation adjustment attack

In the proposed PQKD, after receiving a permuted Bt, i.e., B
′
t, from Bob in Step 2, Alice

will first remove the Hadamard operation’s effect on A′
t and then announce the positions of

C to Bob in Step 3. Then, Bob can derive the raw key KBA and KC , before Alice in Step 4.

In order to control the key K(= KBA −KC), a malicious Bob (who knows KBA and KC)

may send a faked π′( 6= π) to Alice in Step 4 by adjusting s positions in the original π to form

π′ in hope that he can control K through π′. Although Bob’s attack is performed after C has

been announced, with a high probability, he will share a different key with Alice and then

cause their subsequent communications failure. Theorem 6 shows that the proposed PQKD

is secure against Bob’s permutation adjustment attack.

Theorem 6: In the proposed PQKD, if Bob attempts to perform the permutation adjustment

attack, he is with the probability 1− ( 1
16 )

s ≈ 1 to share a different key with Alice, if s = n
2 ,

and n is a large number.

Proof: According to Lemma 4, the probability that KBA = KAB is 1
16 for every four mea-

surement results after permuting two positions of the photons in B′
t maliciously. Although

Bob can adjust s positions in π (which are not included in C) to control the raw key without

being detected with a high probability, however, he is with the probability 1 − ( 1
16 )

s ≈ 1 to

share a different key with Alice, if s = n
2 , and n is a large number.

4.3.2.2 Controlled-NOT attack

In the proposed PQKD, the sequence At is protected by H. Therefore, Bob cannot obtain the

raw key KBA before sending his sequence B′
t to Alice. The following shows that H is essential

to protect the fairness of the protocol. For otherwise, Bob can first use the controlled-NOT

(CNOT) gate to entangle the single photons with the photons in At, and then control the

measurement result into |φ+〉 or |φ−〉. The attacking scenario is described as follows.

(a) Bob prepares an D sequence which is formed by n single photons |0〉, e.g., D =

[d1, d2, ..., dn], where di denotes the ith single photon |0〉.

(b) Bob uses a CNOT gate to entangle theD sequence with theAt sequence, i.e., CNOT(ati⊗
di), where ati is the control bit and di is the target bit, i = 1, 2, 3, ..., n. After Bob’s

operations, the entangled state |φ+〉ahiati
= 1√

2
(|00〉+ |11〉)ahiati

prepared by Alice will

transform into a three-particle entangled state |ψ1〉 as shown in Eq. (4):

|ψ1〉 =
1√
2
(|000〉+ |111〉)ahiatidi
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=
1√
2
[|+〉ati

(|φ+〉)ahidi
+ |−〉ati

(|φ−〉)ahidi
]. (4)

The CNOT gate can be represented as follows:

CNOT =




1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0


 .

(c) Then, Bob measures ati’s with the basis {|+〉, |−〉} and then returns the D sequence to

Alice. According to Eq. (4), if Bob’s measurement result is |+〉ati
(|−〉ati

), Alice would

obtain |φ+〉ahidi (|φ−〉ahidi) after performing BM(ahi, di). Therefore, although Bob is

not the checking set selector, he can control the measurement result into |φ+〉 or |φ−〉.
Since Bob can also deduce the measurement result of Alice from ati in his hand, his

cheating cannot be detected.

By randomly performing H on ati, |φ+〉ahiati
would be transformed into the state

|φ+〉Hahiati
(refer to Eq. (2)), 1 ≤ i ≤ n. If Bob uses a CNOT gate to entangle di

with aHti , i.e., CNOT(aHti ⊗ di), the entangled state |φ+〉Hahiati
will transform into a

three-particle entangled state |ψ1〉′ as shown in Eq. (5):

|ψ1〉′ =
1

2
(|000〉+ |011〉+ |100〉+ |111〉)ahiatidi

=
1

2
(|+〉ati

(|φ−〉+ |ψ+〉)ahidi
+ |−〉ati

(|φ+〉+ |ψ−〉)ahidi
). (5)

Since Alice will randomly choose some ati’s (approximately half of them) and apply H on

them, Bob will not be able to differentiate |ψ1〉 and |ψ1〉′ from his measurement result and

will be detected in the public discussion. Theorem 7 shows that the proposed PQKD is secure

against Bob’s CNOT attack.

Theorem 7: In the proposed PQKD, if Bob attempts to perform the CNOT attack, he will

be detected with the probability 1− ( 78 )
⌈ s

2
⌉ ≈ 1, if s = n, and n is a large number.

Proof: Since Alice will randomly perform H on ati, 1 ≤ i ≤ n, the probability for Bob to

guess whether or not a photon ati is subject to H is 1
2 . According to Eq. (4), if ati is not

subject to H, Bob can deduce Alice’s measurement result from ati in his hand. In this case,

with the probability 1
2 , the attacked photon ati is not selected by Alice for public discussion

(Since Bob can deduce Alice’s measurement result accurately herein, his cheating cannot be

detected even if this ati is selected for public discussion.)

On the other hand, even if ati is subject to H (with 1
2 probability), he also has the

probability 1
2 to deduce Alice’s measurement result due to Eq. (5), and with the probability

1
2 , this ati is not selected for public discussion. Accordingly, the probability that Bob correctly

controls one measurement result of KBA is 1
2 · 1

2 + 1
2 · 1

2 · 1
2 = 3

8 . Similarly, the probability for

Bob to pass the public discussion is also 3
8 because he can deduce Alice’s measurement result

accurately in the above cases.
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Moreover, if the following three situations occur simultaneously: (a) ati is subject to H

(with 1
2 probability); (b) Bob deduces Alice’s measurement result wrongly (with 1

2 probabil-

ity); and (c) ati is not selected for public discussion (with 1
2 probability), Alice and Bob have

the probability 1
8 to share a different key. However, in Situations (a) and (b), if this ati is

selected for public discussion (with 1
2 probability too), then the probability for Alice to detect

Bob’s attack is 1
8 . Accordingly, if s photons in A′

t are subject to Bob’s CNOT attacks, the

probability for Alice to detect Bob’s cheating is 1 − ( 78 )
⌈ s

2
⌉ ≈ 1, if s = n, and n is a large

number.

Note that, since no one should have one bit advantage in controlling the secret key in a fair

PQKD, one can see that from the above analysis, Bob has a high probability, i.e., 3
8 (>

1
4 ),

to control one of the four measurement results, |φ+〉, |φ−〉, |ψ+〉, and |ψ−〉, without being

detected. This weakness can be solved by letting each of the measurement result represents

one classical key bit, e.g., |φ+〉 ⇒ 0; |φ−〉 ⇒ 1; |ψ+〉 ⇒ 0; and |ψ−〉 ⇒ 1. For instance,

if Alice’s and Bob’s measurement results are |φ+〉hAtB and |φ+〉tAhB
respectively, then they

share one classical bits “0.” On the other hand, if Alice’s and Bob’s measurement results are

|ψ−〉hAtB and |ψ−〉tAhB
respectively, then they share “1.”

4.3.2.3 Direct measurement attack

In the proposed PQKD, although the sequence A′
t is protected by H, a malicious Bob still

can obtain s measurement results of the raw key KBA directly in Step 2 by performing Bell-

measurements on s entanglement-swapped photon pairs (without waiting for Alice to remove

her Hadamard operation’s effect on A′
t). With such direct measurement attack, a malicious

Bob may wish to control the key independently without being detected by Alice. Since Bob’s

attack is performed before C has been decided, with a high probability, the inconsistency of

KBA and KAB will be incorporated into C, and thus, will be detected eventually. Theorem

8 shows that the proposed PQKD is secure against Bob’s direct measurement attack.

Theorem 8: In the proposed PQKD, if Bob attempts to perform the direct measurement

attack, he will be detected with the probability 1 − ( 78 )
⌈ s

2
⌉ ≈ 1, if s = n, and n is a large

number.

Proof: Since Alice will randomly perform H on ati, 1 ≤ i ≤ n, the probability for Bob to

guess whether ati is subject to H is 1
2 . According to Eq. (1), if ati is not subject to H,

Bob can deduce Alice’s measurement result from (ati, bhi) in his hand. Because Bob’s attack

is performed before C has been decided, with the probability 1
2 , this ati is not selected by

Alice for public discussion (Since Bob can deduce Alice’s measurement result accurately, his

cheating cannot be detected even if this ati is selected for public discussion.)

Even if ati is subject to H (with 1
2 probability), he also has probability 1

2 to deduce Alice’s

measurement result due to Lemma 2, and with the probability 1
2 , this ati is not selected for

public discussion. Accordingly, the probability that Bob correctly controls two bits of KBA

is 1
2 · 1

2 + 1
2 · 1

2 · 1
2 = 3

8 . Similarly, the probability for Bob to pass the public discussion is also
3
8 because he can deduce Alice’s measurement result accurately in the above cases.

Moreover, if the following three situations occur simultaneously: (a) ati is subject to H

(with 1
2 probability); (b) Bob deduces Alice’s measurement result wrongly (with 1

2 proba-
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bility), and (c) ati is not selected for public discussion (with 1
2 probability), Alice and Bob

have the probability 1
8 to share a different key. However, in Situations (a) and (b), if this

ati is selected for public discussion (with 1
2 probability too), then the probability for Alice to

detect Bob’s attack is 1
8 . Accordingly, if Bob performs Bell-measurements on s entanglement-

swapped photon pairs directly in Step 2, the probability for Alice to detect Bob’s cheating is

1− ( 78 )
⌈ s

2
⌉ ≈ 1, if s = n, and n is a large number.

Since Bob can control one of the four measurement results without being detected with a

high probability, i.e., 3
8 (>

1
4 ), by letting each of the measurement result represents one classical

key bit (see the security analysis to the CNOT attack described above), the weakness can be

solved.

4.3.2.4 Single photon measurement attack

Upon receiving A′
t from Alice, a malicious Bob may replace s photons, 1 ≤ s ≤ n, in B′

t by s

single photons di ∈ {|0〉, |1〉, |+〉, |−〉}, 1 ≤ i ≤ n. After hearing from Alice about the positions

of C (which also means that AH
t ⇒ At ), Bob will measure s photons in At (which are included

in C) with the basis {|0〉, |1〉} (or {|+〉, |−〉}). After that, the corresponding photons in Ah

will also collapse into single photons. In order to control the key, Bob may send π′( 6= π) to

Alice by adjusting the positions of di’s to the positions of key bits. Although Bob can send a

forged π′ to Alice after C has been decided, with a high probability, he will share a different

key with Alice and then cause their subsequent communications failure. Theorem 9 shows

that the proposed PQKD is secure against Bob’s single photon measurement attack.

Theorem 9: In the proposed PQKD, if Bob attempts to perform the single photon mea-

surement attack, he is with the probability 1 − ( 12 )
s ≈ 1 to share a different key with Alice,

if s = n
2 , and n is a large number.

Proof: According to Lemma 8, the probability that (KBA−KC) = (KAB−KC) is
1
2 for every

measurement result after Bob’s attack. Accordingly, he is with the probability 1 − ( 12 )
s ≈ 1

to share a different key, K, with Alice, if s = n
2 , and n is a large number.

In the proposed PQKD, Bob can control the measurement result of K with the probability
1
2 for every measurement result (In an ideal case, this probability should be 1

4 for every

measurement result.) By letting each of the measurement result represents one classical key

bit (see the security analysis to the CNOT attack described above), the weakness can be

solved.

Though the proposed PQKD assumes quantum channels to be noiseless, in practical ex-

periment, there are always noises, and Alice (Bob) may hide her (his) attack in the noises of

quantum channels [32]. Suppose that the quantum bit error rate (QBER) caused by the noise

of the channels is τ (≈2%∼8.9% [33, 34, 35, 36, 37]). If the QBER caused by Alice’s (Bob’s)

attack is smaller than τ , then her (his) attack may not be detected by Bob (Alice). However,

in the proposed protocol, the QBER caused by the attack is about 12.5% (due to Theorems

7 and 8) which is higher than τ . Thus, this kind of attack eventually will be detected by the

other party.
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5. Conclusions

This paper has presented a PQKD protocol, based on the measurement uncertainty property

in the entanglement swapping of EPR pairs, to facilitate the distribution of an unpredictable

key between two mutually-untrusted communicants. In order to prevent a potentially mali-

cious communicant from manipulating the shared secret key in the process of public discussion,

a fair public discussion game is proposed. By randomly performing the Hadamard operations

and permutations on the exchanged photon sequences, the communicants will not be able to

obtain a raw key stealthily, and thereafter control the final key via the public discussion.

The security analysis demonstrates that the illustrated PQKD is secure against both

disturbance attacks and eavesdropping attacks, and no user can manipulate the outcome of

even one bit of the final key with more than 50% probability. Thus, this method is suitable for

solving the fair key distribution problem in a mutually-untrusted environment. Further design

of a fair public discussion game to propose a fair PQKD protocol for a mutually-untrusted

environment will be the focus of future research.
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Appendix A

In this appendix, the lemmas which will be used to show the security of the proposed PQKD

are given below.

Lemma 1: Let EPRH
a1a2

be the result after performing H on one photon of an EPR pair

EPRa1a2
. BM(EPRH

a1a2
) will be in two of all four possible measurement results with equal

probability, i.e., 1
2 .

Proof: Let EPRa1a2
∈ {|φ+〉, |φ−〉, |ψ+〉, |ψ−〉}a1a2

, and EPRH
a1a2

∈ {|φ+〉, |φ−〉, |ψ+〉, |ψ−〉
}Ha1a2

. After the measurement, the system will evolve in the following states:

I ⊗H|φ+〉a1a2
= |φ+〉Ha1a2

=
1√
2
(|φ−〉+ |ψ+〉)a1a2

,

I ⊗H|φ−〉a1a2
= |φ−〉Ha1a2

=
1√
2
(|φ+〉+ |ψ−〉)a1a2

,

I ⊗H|ψ+〉a1a2
= |ψ+〉Ha1a2

=
1√
2
(|φ+〉 − |ψ−〉)a1a2

,

I ⊗H|ψ−〉a1a2
= |ψ−〉Ha1a2

=
1√
2
(|φ−〉 − |ψ+〉)a1a2

.

Lemma 2: The measurement results of the entanglement swapping of EPRH
a1a2

and EPRb1b2

are distinct.

Proof: Let EPRH
a1a2

= |φ+〉Ha1a2
, and EPRb1b2 = |φ+〉b1b2 . After the entanglement swapping,

the system will evolve in the following states:

|φ+〉Ha1a2
⊗ |φ+〉b1b2 =

1

2
(|φ+〉a1b2(|φ−〉+ |ψ+〉)a2b1 +

|φ−〉a1b2(|φ+〉 − |ψ−〉)a2b1 +

|ψ+〉a1b2(|φ+〉+ |ψ−〉)a2b1 −
|ψ−〉a1b2(|φ−〉+ |ψ+〉)a2b1).

Lemma 3: The probability for the measurement results of the entanglement swapping of

EPRH
a1a2

and EPRH
b1b2

to be the same is 1
2 .

Proof: Let EPRH
a1a2

= |φ+〉Ha1a2
, EPRH

b1b2
= |φ+〉Hb1b2 . After the entanglement swapping,
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the system will evolve in the following states:

|φ+〉Ha1a2
⊗ |φ+〉Hb1b2 =

1

2
(|φ+〉a1b2 |φ+〉a2b1 + |φ−〉a1b2 |ψ+〉a2b1 +

|ψ+〉a1b2 |φ−〉a2b1 − |ψ+〉a1b2 |ψ+〉a2b1 .

Let EPR1, EPR2, EPR3, and EPR4 be four Bell states, Lemma 4 is described as follows:

Lemma 4: Let EPR′
1, EPR

′
3 be the entanglement swapping of EPR1, EPR3, and EPR

′
2,

EPR′
4 be the entanglement swapping of EPR2, EPR4. Again let EPR1”, EPR2” be the

entanglement swapping of EPR′
1, EPR

′
2. The probability for BM(EPR1”) = BM(EPR′

3)

and BM(EPR2”) = BM(EPR′
4) is

1
16 .

Proof: Let EPR1 = |φ+〉a1a2
, EPR2 = |φ+〉b1b2 , EPR3 = |φ+〉c1c2 , and EPR4 = |φ+〉d1d2

.

According to Eq. (1), the entanglement swapping of |φ+〉a1a2
and |φ+〉c1c2 will result in one

of the four measurement results with equal probability (i.e., 1
4 ), which can be denoted as

EPR′
1 and EPR′

3 respectively, and EPR′
1 = EPR′

3. Similarly, the entanglement swapping

of |φ+〉b1b2 and |φ+〉d1d2
will also result in one of the four measurement results with equal

probability (i.e., 1
4 ), which can be denoted as EPR′

2 and EPR′
4 respectively, and EPR′

2 =

EPR′
4. After that, if EPR′

1 and EPR′
2 are performed an entanglement swapping again,

they will also result in one of the four measurement results with equal probability (i.e., 1
4 )

due to Eq. (1), which can denoted as EPR1”, EPR2”. Accordingly, the probability for

BM(EPR1”) = BM(EPR′
3) and BM(EPR2”) = BM(EPR′

4) is
1
4 · 1

4 = 1
16 .

Lemma 5: If one photon of an EPR pair is replaced by a single photon (|0〉, |1〉, |+〉, |−〉), then
the Bell measurement result of the new pair of photons will be one of the four (|φ+〉, |φ−〉, |ψ+〉,
|ψ−〉) with equal probability, i.e., 1

4 .

Proof: Let a single photon be w ∈ {|0〉, |1〉, |+〉, |−〉}p, and the EPR pair be |φ+〉a1a2
. After

the measurement, the system will evolve in the following states:

If w = |0〉p,

BM(p, a1) =
1

2
(|φ+〉pa1

|0〉a2
+ |φ−〉pa1

|0〉a2
+

|ψ+〉pa1
|0〉a2

+ |ψ−〉pa1
|0〉a2

),

If w = |1〉p,

BM(p, a1) =
1

2
(|ψ+〉pa1

|0〉a2
+ |ψ−〉pa1

|0〉a2
+

|φ+〉pa1
|1〉a2

+ |φ−〉pa1
|1〉a2

),

If w = |+〉p,

BM(p, a1) =
1

2
(|φ+〉pa1

|+〉a2
+ |φ−〉pa1

|−〉a2
+

|ψ+〉pa1
|+〉a2

− |ψ−〉pa1
|−〉a2

),
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If w = |−〉p,

BM(p, a1) =
1

2
(|φ+〉pa1

|−〉a2
+ |φ−〉pa1

|+〉a2
−

|ψ+〉pa1
|−〉a2

+ |ψ−〉pa1
|+〉a2

).

Lemma 6: The probability for the measurement results of the entanglement swapping of

three EPR pairs to be equal is 1
4 .

Proof: Let the three EPR pairs be |φ+〉a1a2
, |φ+〉b1b2 , and |φ+〉c1c2 . According to Eq. (1),

the entanglement swapping of |φ+〉a1a2
and |φ+〉b1b2 will result in one of the four measurement

results with equal probability, i.e., 1
4 . The probability for the measurement results is not |φ+〉

will be 1 − 1
4 = 3

4 , e.g., D ∈ {|φ−〉, |ψ+〉, |ψ−〉}. The entanglement swapping of |φ+〉c1c2 and

D will result in twelve measurement results, and these results are not identical (see Table 1).

Since the entanglement swapping of |φ±〉 and |ψ±〉 will result in sixteen measurement results

(see also Table 1), therefore the probability for the measurement results of the entanglement

swapping of three EPR pairs to be equal is 1− 12
16 = 1

4 .

Lemma 7: The probability for the measurement results of two independent entanglement

swapping of four EPR pairs to be equal is 1
4 .

Proof: Let the four EPR pairs be |φ+〉a1a2
, |φ+〉b1b2 , |φ+〉c1c2 , and |φ+〉d1d2

. According to

Eq. (1), the entanglement swapping of |φ+〉a1a2
and |φ+〉b1b2 (|φ+〉c1c2 and |φ+〉d1d2

) will

result in one of the four measurement results with the equal probability (i.e., 1
4 ), which can

be denoted as K1 (K2). Since there are four measurement results will make K1 = K2, i.e.,

(|φ+〉, |φ−〉, |ψ+〉, |ψ−〉), the probability for K1 = K2 is 1
4 × 1

4 × 4 = 1
4 .

Lemma 8: The measurement of Z-basis {|0〉, |1〉} on one photon of each EPR pair divides

these EPR pairs into two groups |φ±〉, |ψ±〉. The unitary operation iσy transforms an el-

ement on one group to the other group. Similarly, the measurement of X-basis {|+〉, |−〉}
on one photon of each EPR pair divides these EPR pairs into two groups {|φ+〉, |ψ+〉}, and
{|φ−〉, |ψ−〉}. The unitary operation iσy transforms an element on one group to the other

group.

Proof: Let the EPR pair be one of the (|φ+〉, |φ−〉, |ψ+〉, |ψ−〉)a1a2
, and iσy = |0〉〈1| − |1〉〈0|.

After the measurement, the system will evolve in the following states:

|00〉 =
1√
2
(|φ+〉+ |φ−〉),

|01〉 =
1√
2
(|ψ+〉+ |ψ−〉),

|10〉 =
1√
2
(|ψ+〉 − |ψ−〉),

|11〉 =
1√
2
(|φ+〉 − |φ−〉),
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|++〉 =
1√
2
(|φ+〉+ |ψ+〉),

|+−〉 =
1√
2
(|φ−〉 − |ψ−〉),

| −+〉 =
1√
2
(|φ−〉+ |ψ−〉),

| − −〉 =
1√
2
(|φ+〉 − |ψ+〉).


